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1	Decision/action requested
This contribution proposes a pCR for a solution to TR 33.825.
2	References
[1]	3GPP TR 23.725 Study on enhancement of Ultra-Reliable Low-Latency Communcation (URLLC) v0.4.0
[2]            3GPP TS 23.501 System Architecture for the 5G System v15.4.0
[3]            3GPP TS 23.502 Procedures for the 5G System v15.4.0
[4]            3GPP TS 23.503 Policy and Charging Control Framework for the 5G System v15.2.0
3	Rationale
According to TS 23.501 [2] and TS 23.502 [3], the SMF should provide User Plane Security Enforcement information based on the UP security policy for a PDU session to the NG-RAN during the PDU session establishment procedure. The UP security policy is stored in the UDM as subscriber profile, which means the network does not consider the requirement from the applications while enforcing UP Security Policy. 
According to TS 23.503 [4], the PCF will authorize the PCC rule and PDU Session related information for dynamic session management policy control considering the QoS requirement of the application. Hence, PCF could know the QoS requirement from the application and the RAN capability from the SMF. 
The RAN may enforce UP Security Policy in low speed (e.g. while enforcing user plane integrity protection). The RAN serving the UE may be changed during UE mobility. Different RAN may have different capabilities to enforce UP Security Policy. So, the RAN capability should also be considered.
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.825.
***	BEGIN CHANGES	***
[bookmark: _Toc530191623][bookmark: _Toc525906463][bookmark: _GoBack]6.X	Solution #X: Dynamic UP security policy control for URLLC service
[bookmark: _Toc530191624]6.X.1	Introduction
This solution addresses Key Issue #4: Security policy for URLLC service.
According to TS 23.501 [xx] and TS 23.502 [xy], the SMF shall provide the UP security policy to the NG-RAN during the PDU session establishment procedure. 
According to TS 23.503 [xz], the PCF will authorize the PCC rule and PDU Session related information for dynamic session management policy control considering the QoS requirement of the application.
6.X.2	Solution details 
The User Plane Secuirty Policy should be authorized by PCF considering RAN Capability for UP Security Policy enforcement and QoS requirement from applications. The PCF may further optimized the UP Security Policy, e.g. chaning “Required” to “Not Needed” or changing “preferred” to “Not needed” The PCF will send the optimized UP Security Policy to the SMF during SM Policy Association  Establishment/ Modification as defined in clause 4.16.4/4.16.5 of TS 23.502 [xy] . The SMF determines a User Plane Security Enforcement information for the user plane of a PDU session based on the authorised UP Security Policy provided by PCF if dynamic PCC is deployed.
In conclusion, the Session Management related policy control will be updated as following:
	-	Add UP Security Policy information in the PDU Session related policy information;
	-	PCF need to aware the capability on the speed of integrity protection of the serving RAN node to make PCC decision.
The enforcement of UP Security Policy will be updated as following:
	-	SMF needs to report the UP Security Policy (received from subscription data) to the PCF;
	-	SMF determines a User Plane Security Enforcement information based on the authorised UP Security Policy provided by PCF.
[bookmark: _Toc530191626]6.1.3	Evaluation
***	END OF CHANGES	***

