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1
Decision/action requested

It is requested to agree to the Key issues proposed for the fake base station.  
2
References

[1]
3GPP TS 38.304: “NR; User Equipment (UE) procedures in idle mode and in RRC Inactive state”.
[2]
3GPP TS 38.133: “NR; Requirements for support of radio resource management”
3
Rationale

pCR adds a key issue for UE detection for fake base station with or without network support. Key issue described below adds verbose information on different attacks possible caused by UE camping on Fake Base station. 
UE detection of fake base station ‘Without the network support’ would be required to cover use cases like the ones mentioned below

· New fake base stations cells (i.e. not yet detected by the real base stations belonging to same PLMN ) within the area in which the victim UE is operating.
· Smart fake base stations, which are contionusly changing their signature (e.g. physical cell IDs and frequencies) and dirceting the victim UEs cmaping on them to move to the new fake cells through broadcasted cell reslelection configuration in their corresponding system information messages.
4
Detailed proposal

*******************START CHANGE**************************
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5. X
Key Issue #X: UE Detection of Fake Base Station 
5. X.1
Key issue details

During RRC Idle or inactive states, the UE may perform cell selection or re-selection procedures as described in [XX]. If these procedures result in camping on a fake base station cell, the fake base station cell could trigger different issues to the UE like the ones described below: 

a) Issue#1: Continuously/randomly rejecting RRC connection establishments triggered by the UE

b) Issue#2: Bad configuration for the RRC idle & inactive modes cell selection and reselection parameters in the corresponding system information messages as described below

a. Every base station broadcasts in its system information messages list of neighbor frequencies to be used by the UEs in Idle or Inactive modes to perform cell re-selection procedure as described in [38.304]. 
b. The UE in idle or inactive mode shall enable measurements on these indicated neighbor frequencies based on configurable thresholds from the network in system information messages to find candidate cells.
c. The fake base station may configure the following in the broadcasted system information

i. Broadcast multiple neighbor frequencies, for 5G and legacy RATs, that are not used in the geographical area where the victim UE is located. Accordingly, the UE would never find the suitable cell on these frequencies to camp.
ii. Broadcast measurement thresholds that would lead to enabling all types of measurements (intra, inter, IRAT) all the time even in right serving cell conditions.

iii. Broadcast re-selection criteria thresholds to block the UE from re-selecting to another cell as long as possible

iv. Broadcast Serving Cell suitability thresholds that would lead to 

1. Increase the probability of cell selection or re-selection to the fake base station cell.

2. Decrease the probability that the UE enters Out Of Service procedure described in [YY].   

This will result in power drain in Idle and Inactive modes due to endless measurements on fake neighbor frequencies. The UE will camp on the fake base station serving cell for a long time.

c) Issue#3: Endless paging the UEs for MT "Mobile Terminating" calls.

d) Issue#4: Extremely long and power in-efficient random access procedures (e.g., very high RA preamble power step, minimal RA backoff time, always NACKing msg3, always sending msg4 with corrupted CRC, set UL/DL HARQ re-transmissions to max number). 

e) Issue#5: Sending endless and very long PWS messages (ETWS and CMAS) through corresponding system information messages that would consume a lot of the UE memory.

f) Issue#6: Endless system information modification that would lead that the UE endlessly acquire the fake base station cell system information messages.
5. X.2
Security threats

Below the list of the possible problems that the UEs could have because of the issues listed above

· DoS attack on the UE causing depletion of UE’s resources that could lead to potential UE system issues.
5. X.3
Potential security requirements



The system shall support a mechanism through which the UE can detect a fake base station cell. The UE detection for a fake base station cell should be possible with or without the network/PLMN support.

‘Without the network support’ would be required to cover use cases like the ones mentioned below

· New fake base stations cells (i.e. not yet detected by the real base stations belonging to same PLMN ) within the area in which the victim UE is operating.
· Smart fake base stations, which are contionusly changing their signature (e.g. physical cell IDs and frequencies) and dirceting the victim UEs cmaping on them to move to the new fake cells through broadcasted cell reslelection configuration in their corresponding system information messages.
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