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1
Decision/action requested

It is proposed that the solution described in pCR is approved for TR 33.809.

2
References

3
Rationale

This pCR discusses a scenario where the false base station can modify or delete the UE configuration which can lead to the DoS, compromise the privacy, or abnormal UE behavior.  This pCR is providing solution to key issue #5.

When a UE is accessing the network and authentication procedure fails, the UE can still attach to the network to make emergency service if the country regulation allows emergency services for the unauthenticated UEs. In this case, the UE and the network uses null integrity and ciphering.

A UE can attach to a false base station in the above scenario without authentication. The false base station can in this case delete or modify parameters in the UE by sending incorrect parameter value in the registration accept message. When the UE receives parameters in the Registration Accept message, then it will stores and reuse the parameter subsequently. Some of these parameters are sensitive information or necessary for the UE operation in the network. The wrong parameter value in the UE may lead to privacy loss, function loss or abnormal behavior in the UE.

The sensitive parameters that will be stored and used by the UE subsequently includes the followings:

1. Rejected NSSAI

Purpose of inclusion: 

The network may include this IE to inform the UE of the S-NSSAIs that were included in the requested NSSAI in the REGISTRATION REQUEST message but were rejected by the network. There is two kind of rejection of the S-NSSAI: the S-NSSAI is not allowed in the registration area, or the S-NSSAI is not allowed in the PLMN.

Threat:

The false base station can put an S-NSSAI or all S-NSSAIs in the rejected NSSAI IE. After this, the UE can not have sevice in the registration area or in the PLMN depending whether NSSAI is rejected for a registration area or a registered PLMN.

2. Configured NSSAI

Puropose of inclusion:

This IE stores the Configured S-NSSAI in the UE. The configured S-NSSAI is used to get allowed NSSAI from the network. Therefore it is used to retrieve the services fromt the 5GS. 

Threat:

Deleting or changing the configured S-NSSAI will cause denial of service or abnormal behavior in the UE.

3. Network slicing indication

Purpose of inclusion:

This parameter is to instruct the UE to delete the network slicing information for each of the PLMNs that the UE has slicing information stored for (excluding the current PLMN).

Threat:

The false base station can send this parameter to delete network slice information for each of the PLMNs. This may lead to delay or denial of service. 

4. NSSAI inclusion mode

Purpose of inclusion:

This parameter is sent to the UE in the Registration Accept message to provision NSSAI to lower layers in 5GMM-IDLE mode.

Threat:

The network can configure the UE to send sensitive information in cleartext in the RRC connection establishment procedure, and therefore can compromise the privacy of the network.

5. Operator-defined access category definitions

Purpose of inclusion:

This parameter contains operator-determined access barring definition of the UE and is used during the Unified Access Control (UAC).

Threat:

If the false base station removes this definition by sending the empty container of this IE or modify this parameter then the UE will not follow the UAC procedure when invoked by the network. Therefore the access control or congestion control mechanism will not work.

 4
Detailed proposal

**** START OF CHANGES ****

6.Y
Solution #Y: Protection of UE configuration

6.Y.1
Introduction

This solution addresses key issue #5. The UE might get connected to the false bsae station while registering to access an emergency service without security context get established (e.g. due to the failure in the authentication procedure) and the false base station, in this case, might change the sensitive UE configuration by sending wrong values of sensitive information in Registrartion Accept message. 

6.Y.2
Solution details

When the UE registered to a PLMN for emergency servives without a 5G NAS security context established, the UE ignores the change in UE configuration parameters sent in the Registration Accept message. 

After the emergency service is completed, the UE continues to use the stored UE configuration parameterswhich was previously sent by the network integrity protected during the UE registeration with a PLMN.

6.Y.3
Evaluation

Editor's Note: the evaluation is FFS.
**** END OF CHANGES ****

