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1
Decision/action requested

This contribution introduces a new solution for integrity protection in TR 33.853 Ver0.1.0.
2
References

[1]
S3-190649, pCR on new key issue for data rate limitation of integrity protection in UP DRB, NEC

3
Rationale

This contribution introduces a solution for user plane integrity protection to address the key issue in [1].
4
Detailed proposal

**** START OF CHANGE ****

6.x
Solution #x: UP IP for UEs that supports less than 'full data rate' 
6.x.1
Introduction

This solution addresses the key issue #x (Data rate limitation of integrity protection in UP DRB).
This solution applies the integrity protetction to the DRB in two steps. In the first step, the entire DRB (header and payload) are used as input to the hash function. In the second step, the integrity protection is applied to the resulting hash value. If the DRB payload size is significantly larger than the hashed value, the amount of data that is subject to integrity protection operation becomes significantly smaller than the case where the integrity protection is applied to then original header and the payload. 
The described functionality is supported in the gNB and UE.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 5 - 5G core with eUTRA 

6.x.3
Solution Description

Figure 6.x.3-1 and 6.x.3-2 illustrate this solution in transmitting and receiving sides, respectively.
In Figure 6.x.3-1, the transmitting side first applies hashing function to the entire DRB, including header and the payload, and generates an output (e.g. Message Digest). Then the integrity protection algorithm is applied to the hashed value. The result is inserted at the end of the DRB as the MAC-I, and the DRB is sent to the receiver. 
The first step (generating a hashed value) can be done at either the PDCP layer in the transmitting side as soon as the payload arrives in the tramsmission buffer from the the upper layer, or the upper layer itself can generate the hashed value upon submitting the payload to the PDCP layer for transmission, to minimize the overhead in this step. 
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Figure 6.x.3-1: Operation in the transmitting side
In Figure 6.x.3-2, upon receiving the DRB, the receiver applies the same hashing function to the entire DRB, including the header and the payload, and generates an output (e.g. Message Digest). Then the integrity protection algorithm is applied to the hashed value. Finally, the receiver compares the result against the content of MAC-I to verify if the integrity of the original content is maintained or not.
The first step (generating a hashed value on the received DRB) can be done at the PDCP layer as soon as the DRB arrives at the receive buffer from the lower layer, thus minimizing the processing overhead in this step.
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Figure 6.x.3-2: Operation in the receiving side

6.x.4
Solution Evaluation
Editor's Note: The solution evaluation is FFS.
**** END OF CHANGE ****
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