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Decision/action requested

Accept this pCR for inclusion in TR 33.835
2
References
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3
Rationale

As explained in document [2] it is necessary to avoid synchronization errors if using a key for AKMA that has been precomputed from an earlier authentication. This key issue affects solutions #15 and #16. 

4
Detailed proposal

**** First Change ****
5.xx
Key Issue #xx: Synchronization of keys when using established keys.

5.xx.1
Issue details

During authentication, the UE and the network will derive a number of keys, in order:

-
KAUSF;

-
KSEAF;

-
KAMF;

Some of these established keys (or newly introduced keys specifically for AKMA) could be used as bootstrapping key for AKMA A likely candidate is KAUSF, which is what will be referred to in this key issue.

The KAUSF, however, is not part of the security context and a new KAUSF is derived at both the UE and the AUSF with any authentication, even if the resulting security context is never taken into use. As such, the AUSF and the UE may have a different view of which key is the current KAUSF. Similarly, if a specific key for AKMA was to be derived at the moment of authentication, the UE and the AKMA server may also get out of sync. As a consequence, the AKMA service may not be established because the UE and the AUSF / AKMA server are out of sync. 

5.xx.2
Security Threats

No service if the UE and AUSF / AKMA server are out of sync.

5.xx.3
Potential security requirements

If established keys are used for AKMA, the keys shall be identifiable.

Potential AKMA use of established keys shall not lead to a denial of service.
**** End of Change ****
