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Decision/action requested

Accept this pCR for inclusion in TR 33.835.
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3
Rationale

As explained in S3-19xxxx [2], there is a need for a roaming architecture in AKMA. This solution introduces such a roaming architecture.

4
Detailed proposal

*** Change 1 ***
6.YY
Solution #YY: Roaming architecture with Proxy AAuF
6.YY.1
Introduction
This solution addresses key issue #10 by introducing a roaming architecture for regulatory compliance. In this architecture, a AAuF proxy is included which will receive the key after AKMA bootstrapping has been performed.

6.YY.2
Solution details


6.YY.2.1
Architecture

The roaming architecture is an instance of the architecture introduced in solution #3, with the difference that a proxy AAuF is introduced in the architecture. The role of the proxy AAuF is that it receives the KAKMA after derviation. The AApF may connect to either the proxy AAuF or the AAuF directly. Figure 6.YY.2.1-1 displays this architecture.


[image: image1]
Figure 6.YY.2.1-1: AKMA roaming architecture

6.3.2.2
Procedures

6.3.2.2.1
Initiation

The initiation procedure follows the procedure of 6.3.2.2.1, where the proxy AAuF forwards the messages between the UE and the AAuF.
6.3.2.2.2
Authentication

The authentication procedure follows the procedure 6.3.2.2.2.
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Figure 6.YY.2.2.2-1: Authentication procedure

The authentication procedure is initiated by the UE sending a Request message to the AAuF. 

Following the UE request the AAuF requests AV from the UDM/ARPF.

AAuF triggers the EAP authentication procedure by sending an EAP request to the UE. The AAuF and the UE would then engage in an exchange of EAP messages that is concluded by the AAuF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the AAuF derives the AKMA anchor key KAKMA. 

Contrary to solution #3, in this solution the AAuF forwards the EAP result message to the Proxy AAuF UE and includes the KAKMA as well as the necessary AKMA parameters such as a temporary identifier and a validity time (in case of a successful authentication). The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed. The Proxy AAuF forwards the EAP Success message including the temporary identifier and a validity timer to the UE.
6.YY.2.2.3
Usage

The usage procedure follows the usage procedure from 6.3.2.2.3 with the Proxy AAuF taking the role of the AAuF.

6.YY.3
Evaluation
This solution extends solution #3 in order to address key issue #10. In order to do so, it introduces a proxy AAuF that receives the AKMA key after the bootstrapping has been completed.

The advantages of the solution are as follows:

-
The solution is simple and straightforward.

The disadvantages are as follows:

-
A roaming network would need to implement the proxy even if it is not implementing AKMA.

*** End of Change 1 ***
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