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1. Overall Description:

SA3 has identified a requirement to prevent impersonation attacks of one network by an NF of another network:
It is necessary to enable the receiving SEPP to reliably verify the source of the request and response message, before forwarding the message including the PLMN information to the target NF for the subsequent authorization verification procedure. It is not possible to rely on the PLMN ID in the access token, e.g. since the contents of the access token may be encrypted, and therefore not readable by the SEPP. 

To achieve this, it is proposed to include the sending NF’s PLMN ID in every API request and response.
The related SA3 CR to TS 33.501 on PLMN-ID verification in the SEPP is attached for information.
2. Actions:

To CT3, CT4 group.

ACTION: 
SA3 respectfully asks CT3 and CT4 groups to take the above mentioned requirement into account.
3. Date of Next TSG-SA WG3 Meetings:
SA3#94
28 January – 1 February 2019

Kochi (India)
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6-10 May 2019
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