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Decision/action requested

It is proposed to approve the companion reply ls on separate HSS and UDM
2
References

[1]
3GPP TR 23.732.
3
Rationale

3GPP TSG SA WG2 is studying in the context of the FS_UDICoM (Study on User Data Interworking, Coexistence and Migration: TR 23.732) study item an architectural option where UDM and HSS can be separate rather than a single node. The study is recorded in TR 23.732 [1].

In their LS S3-183289 related to the topic, they provide few questions related to the storage of the subscriber credentials for 5GS, EPS and possibly 2G/3G access: In the following each of the questions is discussed separately.
1. it is required to store credentials and compute the authentication vectors for both 5GS and EPS (and 2/3G) in a single location that is accessed through the HSS (i.e. the UDM has to retrieve these vectors from HSS); or 

3GPP TSG SA WG3 confirms that the scenario where the security credentials for a given user are stored in a single location and corresponding authentication vectors for 5GS and EPS (and 2/3G) are also computed in a single location within the system is possible and does not represent any challenge/issue from a security point of view. In fact, in the context of the UDICOM study, the security credentials for a given user following this option may be stored at either: 

-
a single/common repository if a single/common repository is deployed for 5GS + EPS (+2/3G). 

-
a 5GS repository if separate repositories are deployed for 5GS and EPS (+2/3G). 

-
an EPS (+2/3G) repository if separate repositories are deployed for 5GS and EPS (+2/3G).   

In addition, in the context of the UDICOM study where HSS and UDM are deployed separately, the corresponding authentication vectors for a given user following this option may be computed at a single location within the system located either at a: 

-
Stand-alone ARPF/AuC accessed by HSS and UDM to request AVs in EPS (+2/3G) and 5GS domains respectively. 

-
AuC Collocated with UDM/ARPF and accessed by HSS to request AVs in EPS (+2/3G) domain (e.g. if new USIMs are provided to 5G enabled users and corresponding credentials are stored at a 5GS repository separate from the EPS (+2/3G) repository). 
-
ARPF Collocated with HSS/AuC and accessed by UDM to request AVs in 5GS domain (e.g. if existing USIMs already deployed for EPS (+2/3G) domains are enabled for 5GS and corresponding credentials are stored at an EPS (+2/3G) repository separate from the 5GS repository). 

Finally, it could be even possible to store the credentials for a given user in a single location and still compute the corresponding authentication vectors for 5GS and EPS (+2/3G) in UDM/ARPF and HSS/AuC independently. For this case, the UDM/ARPF and the HSS/AuC shall support AV generation in their respective domains using the same authentication algorithm and SQN verification scheme also supported at the USIM.  

2. whether the UDM can obtain vectors for 5GS access independently from the HSS as the 5GS credentials can be stored separately from the EPS(+2/3G) credentials and the computation of the authentication vectors for EPS(+2/3G) and 5GS can be performed independently at different locations.

This scenario where the security credentials are stored and the corresponding authentication vectors for EPS(+2/3G) and 5GS for a given user are computed independently at different locations is also technically possible and does not induce any security issues. Forr this case, the UDM/ARPF and the HSS/AuC would be expected to support AV generation in their respective domains using the same authentication algorithm and SQN verification scheme also supported at the USIM

However, unless there is a mechanism in place to synchronize the Sequence Numbers (SQN) used to generate the AVs in the corresponding domains, this scenario presents some challenges to manage an acceptable level of authentication synchronization failures. Such SQN synchronization mechanism between HSS/AuC and UDM/ARPF is not currently available but seems to be fitting the scope of the UDICOM study. 

3. Both options are possible

Both options are possible as described above. 

4
Detailed proposal

It is proposed to approve the reply ls provided in a companion contribution stating that all the options are technically possible.
