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1
Decision/action requested

This pCR proposes a key issue for study item on KDF negotiation for 5G system security
2
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3
Rationale

The study items on KDF negotiation for 5G system security (FS_5GS_KDF) (Rel-16) was approved in SA plenary#81 [2]. This pCR proposes a key issue for this study item in the aspect related to highlighting the requirement for a flexible KDF negotiation in the 5GS as every network function in the 5GS uses KDF.
If any one of the network function supports only an obsolete KDF, then adoption of  a common KDF negotiation will lead to selection of a least common denominator KDF supported by all network functions and UE  This condition will force the UE and other network functions those support recent KDFs to use an obsolete/deprecated KDF.
4
Detailed proposal

***** Start of Change *****
5.X
Key Issue #X: Need for Flexible KDF negotiation 
5.X.1
Key issue details

The 5GS (Rel-15) uses a single KDF (HMAC-SHA-256) for various security key generations (For example, during cipher and  integrity key derivation (CK’, IK’), master key derivation (EMSK), intermediate key derivation (KAUSF), anchor key derivation (KSEAF), NAS security (KAMF), AS security (KgNB) etc.) and so, no KDF negotiation is involved with network functions. But as 5GS (Rel-16) has a long lifetime expectation and a more diverse expected use, different (more secure, more efficient, tailored for a specific CPU architecture) KDF adaptations will be required. In this case, it is not possible to mandate a set of KDFs to be implemented in all network functions (gNB, AMF, SEAF, AUSF, UDM/ARPF) of 5GS. Therefore it is required to have a flexible KDF negotiation between UE and the 5GS considering the capabilities of each network functions. 
5.X.2
Security threats

The network functions such as gNB, AMF, SEAF, AUSF and UDM/ARPF in the 5GS uses KDF to derive various security keys.
- If any one of the network function doesn’t support the network selected KDF, then adoption of a common KDF in 5GS is not possible.
- If any one of the network function supports only an obsolete KDF, then adoption of a common KDF negotiation will lead to selection of a least common denominator KDF supported by UE and all network functions. This condition will force the UE and other network functions those support efficient KDFs to use an obsolete/deprecated KDF
The above scenarios bring the requirement for flexible KDF negotiation in 5GS to select a KDF which meets the service and security requirements between the security endpoints and also supported by both endpoints. 
5.X.3
Potential security requirements

The 5GS shall support a KDF negotiation to select a KDF based on the KDF capability of both the UE and the individual network functions. 
***** End of Change *****
