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1	Decision/action requested
 The pCR identifies the weaknesses in the authentication procedure and kindly suggests SA3 to create a SID to study these issues.
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3	Rationale
The rel-15 of TS 33.501[1] has been released recently. Two authentication protocols (5G AKA and EAP-AKA’) have been standardised for the mutual authentication between UE and network as well as establishment of session key between UE and network. The long-term key leakage has been identified as a security issue in TR 33.899[2]. TR 33.834[3] has given several solutions for this issue by refreshing the long-term key. Unfortunately, no normative work will be provided on the basis of TR 33.834[3]. Thus long-term key leakage is still an issue that needs SA3 to address. 
The linkablity attack which can trace UE has been identified to be effective to 5G network by using a formal tool [4]. This issue should be addressed due to the more strict law regulation in the world. 
Asymmetric algorithms have been introduced in 5G to protect the Subscription Permanent Identifier (SUPI). This provides the possibility for adversaries to launch DDoS attacks on UDM. 
In summary, the authentication procedure should be enhanced to defend against the following attacks:
(1) Long-term key leakage attacks
(2) Linkability attacks
(3) DDoS attacks
4 Detailed proposal
(1)  Long-term key leakage attacks
Both 5G authentication protocols perform the mutual authentication between a UE and the network and derive the session key relying on the security assumption that the long-term key stored in the USIM is never disclosed to anyone except the network operator.  However, the report [5] shows that such assumption is not always true since the root key might be compromised at manufacture stage of a USIM card. As specified in TR 33.899, the long-term key leakage can raise the following threats:
A passive attacker can:
-	decrypt user plane traffic (uplink or downlink);
-	decrypt user plane traffic from any sessions that he recorded before learning the target user's Ki (assuming that the recording includes the authentication challenge);
-	decrypt control plane messages, which may also include sensitive information (such as the assignment of new temporary identifiers).
Extending to a more active attack, the attacker can also:
-	pose as a serving network, and trick the target user into attaching to that false network, with all the further attack opportunities that this implies (e.g. phishing, or delivering malware to the target);
-	pose as the target user, to carry out fraud.
-	launch an active man-in-the-middle attack to tamper with data being transferred between UE and the network.  
Generally speaking, the long-term key leakage can lead to the compromise of the session anchor keys that UE has, such as session anchor key KSEAF or KAMF. Once these session anchor keys are disclosed, the communications between UE and the network cannot be secure, as the encryption keys and integrity protection keys used by UE are all derived from the session anchor keys. 
Several solutions that refresh the long term key have been specified in TR 33.834. As a result, attackers cannot obtain the session anchor keys as the long term key has been updated.  Some of them can defend against not only passive attacks but also active attacks. Unfortunately, no normative work will be provided on the basis of TR 33.834.
The alternative way to address this issue is to keep the session anchor keys (KSEAF or KAMF) unknown to the attacker even if the long-term key is leaked. The straightforward solution is that the derivation of session anchor keys relies not only on the long-term key, but also on the some parameters unknown to the attacker. A good example is the IETF work which puts DH key exchange with EAP-AKA’ to generate the shared secret between UE and the network [6] used for the derivation of session anchor keys.  
The security of the session anchor keys is not only related to the current session, but also related to the past session and future session. In other words, attackers shall not get the current, past, and future session anchor keys even if the long-term key is leaked. Additionally, it is worth studying whether it is possible to employ the computational heavy DH key exchange protocol during authentication procedure every time to ensure the security of session anchor keys for the resource constrained IoT devices.
(2) Linkability attacks
Linkability attacks are not a new security issue to 3GPP networks. As demonstrated in [7], the UMTS AKA protocol suffers from the linkability attack because two different error messages (MAC failure, Synch failure) in case of authentication failure may be sent from UE to the network. To detect the presence of a UE, an active attacker just replays one legitimate authentication request message containing the pair (RAND, AUTN) that has captured before. The adversary can distinguish any mobile station from the one the authentication request was originally sent to according to the type of error message. If the adversary receives a Synch failure message, he/she can ascertain the presence of the UE in a particular area. This breaches the subscriber’s untraceability.  5G AKA and EAP AKA` are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA.  The paper [4] shows again that 5G authentication still suffers from the linkability attack by applying a formal tool.
(3) DDoS attacks
In 5G, asymmetric algorithm ECIES has been introduced to protect the Subscription Permanent Identifier (SUPI). The computation cost of an asymmetric algorithm is usually about 100 times heavier than that of a symmetric algorithm. This provides the possibility for adversaries to launch DDoS attacks on UDM. Only after decrypting SUCI, UDM can ascertain the validation of the Nausf_UEAuthentication_Authenticate Request message. Thus it is possible for adversaries to fake a large amount of messages containing SUCI from the whole world to target an intended UDM. This could make the attacked UDM crash due to the overloading CPU. 

5 Suggestion
[bookmark: _GoBack] SA3 is kindly asked to create a study item to enhance the security of the authentication procedure to defend against the identified attacks, including long term leakage attacks, linkability attacks, and DDoS attacks.
 
