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1
Decision/action requested

SA3 is kindly asked to approve the editorial changes outlined below.
2
References

 [1]
3GPP TS 33.117

Catalogue of general security assurance requirements
3
Rationale

In order to enable unambiguous references, test cases should have a unique name to them, such as in TS 33.117 [1]. 
The present pCR proposes these names to test cases, where missing. 
4
Detailed proposal

*** First Change ***

4.2.2
Security functional requirements on the AMF deriving from 3GPP specifications and related test cases

4.2.2.1 
Authentication and key agreement procedure

4.2.2.1.1
Synchronization failure handling

Requirement Name: Synchronization failure handling
Requirement Reference: TBA 

Requirement Description: "Upon receiving an authentication failure message with synchronisation failure (AUTS) from the UE, the SEAF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF. 

An SEAF will not react to unsolicited "synchronisation failure indication" messages from the UE.

The SEAF does not send new authentication requests to the UE before having received the response to its Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" from the AUSF (or before it is timed out)." 

as specified in TS 33.501, clause 6.1.3.3.2.

Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_SYNC_FAIL_SEAF_AMF
Purpose:

Verify that synchronization failure is correctly handled by the SEAF/AMF. 

Pre-Conditions:

-
Test environment with UE and AUSF. The UE and the AUSF may be simulated. 

-
AMF network product is connected in emulated/real network environment.
Execution Steps

1.
The UE sends an authentication failure message to the SEAF/AMF with synchronisation failure (AUTS).

2.
The SEAF/AMF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF.

3a)
The AUSF sends an Nausf_UEAuthentication_Authenticate Response message to the SEAF/AMF.
3b)
The timer for receiving Nausf_UEAuthentication_Authenticate Response message from the AUSF runs out in the SEAF/AMF.

Expected Results:

Before receving Nausf_UEAuthentication_Authenticate Response message from the AUSF and before the timer for receiving Nausf_UEAuthentication_Authenticate Response message runs out, the SEAF/AMF does not send any new authentication request to the UE.
After receving Nausf_UEAuthentication_Authenticate Response message from the AUSF or after the timer for receiving Nausf_UEAuthentication_Authenticate Response message runs out, the SEAF/AMF may initiate new authentication towards the UE.

4.2.2.2 
Key derivation and distribution

4.2.2.2.1
KSEAF handling in SEAF/AMF
Requirement Name: KSEAF Handling in SEAF/AMF
Requirement Reference: TBA 

Requirement Description: "The SEAF shall never transfer KSEAF to an entity outside the SEAF. Once KAMF is derived KSEAF shall be deleted." as specified in TS 33.501 [2], clause 6.2.2.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_KSEAF_HANDL_SEAF_AMF
Purpose:

Verify that the SEAF/AMF handles KSEAF as defined in TS.33.501 clause 6.2.2.1. 

Pre-Conditions:

Test environment with AUSF. The AUSF may be simulated.

Execution Steps

1.
The AUSF includes the KSEAF in the Nausf_UEAuthentication_Authenticate Response indicating successful authentication and sends to the SEAF/AMF.
2.
The SEAF/AMF derives the KAMF from the KSEAF according to TS33.501 [2] Annex A.7. 
Expected Results:

After the KAMF was derived from the KSEAF, the KSEAF is deleted from the SEAF/AMF.

4.2.2.3 
Security mode command procedure

4.2.2.3.1 
Ciphering of NAS signalling message 

Requirement Name: Ciphering of NAS signalling message
Requirement Reference: TBA

Requirement Description: "AMF shall support ciphering of NAS signalling message between UE and AMF on N1 interface." as specified in TS 33.501, clause 5.5.1. 

Security Objective Reference: TBA

Test case: 

Test Name: TC_NAS _CIPH_AMF
Purpose: 

Verify that the NAS signalling messages are ciphered by AMF over N1 interface between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall enable the confidentiality protection.

-
Tester shall have knowledge of the NAS ciphering algorithm and the NAS ciphering protection keys.

-
Tester shall ensure Ciphering algorithm other than NEA-0 is used.

-
Tester shall have access to the N1 interface.

Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117.

Expected Results:

The NAS signalling messages are ciphered between the UE and AMF over N1 interface.

4.2.2.3.2 
Integrity protection of NAS signalling messages

Requirement Name: Integrity of NAS signalling messages

Requirement Reference: TBA

Requirement Description: "AMF shall support integrity protection of NAS signalling messages between UE and AMF on N1 interface." as specified in TS 33.501, clause 5.5.1. 

Security Objective Reference: TBA

Test case:
Test Name: TC_NAS_INT_AMF
Purpose: 

Verify that the NAS signalling messages are integrity protected by AMF over N1 reference points between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall have knowledge of the NAS integrity algorithm and the NAS integrity protection keys.

-
Tester shall have access to the NAS signalling packets sent over N1 interface.

Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117.

Expected Results:

The NAS signalling messages sent between UE and AMF over N1 interface are integrity protected.

4.2.2.3.3 
Replay protection of NAS signalling messages

Requirement Name: Replay protection of NAS signalling messages
Requirement Reference: TBA

Requirement Description: "AMF shall support replay protection of NAS signalling messages between UE and AMF on N1 interface." as specified in TS 33.501, clause 5.5.1. 

Security Objective Reference: TBA

Test case:

Test Name: TC_NAS_REPLAY_AMF
Purpose: 

Verify that the NAS signalling messages are replay protected by AMF over N1 interface between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product is connected in emulated/real network environment.

-
Tester shall have access to the NAS signalling packets sent between UE and AMF over N1 interface.

-
Tester shall ensure that integrity protection algorithm other than NIA0 is used.

Execution Steps: 

1.
The tester shall capture the NAS SMC procedure taking place between UE and AMF over N1 interface using any network analyser.

2.
The tester shall filter the NAS security mode command complete message by using a filter.

3.
The tester shall check for the NAS SQN of filtered NAS security mode command complete message and using any packet crafting tool the tester shall create a NAS security mode command complete message containing same NAS SQN of the filtered NAS security mode command complete message or the tester shall replay the captured NAS signalling packets.
4.
Tester shall check whether the replayed NAS signalling packets were processed by the AMF by capturing over N1interface to see if any corresponding response message is received from the AMF. 

5.
Tester shall confirm that AMF provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the AMF to the replayed packet.
6.
Tester shall verify from the result that if the crafted NAS security mode command complete message or replayed NAS signalling messages are not processed by the AMF then the N1 interface is replay protected

Expected Results:

The NAS signalling messages sent between UE and AMF over N1 interface are replay protected.

4.2.2.3.4 
NAS NULL integrity protection
Requirement Name: NAS NULL integrity protection
Requirement Reference: TBA 

Requirement Description: "NIA0 shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement." as specified in TS 33.501, clause 5.5.2
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_NAS_NULL_INT_AMF
Purpose:

Verify that NAS NULL integrity protection algorithm is used correctly.

Pre-Conditions:

Test environment with a UE. The UE may be simulated. 

The UE was successfully authenticated.

The vendor shall provide documentation describing how NIA0 is disabled and enabled in the AMF.

Execution Steps

1.
The AMF derives the KAMF and NAS signalling keys after successful authentication of the UE.

2.
The AMF sends the NAS Security Mode Command message to the UE containing the selected NAS algorithms.

Expected Results:

The integrity algorithm selected by the AMF in NAS SMC message is different from NIA0.

The NAS Security Mode Command message is integrity protected by the AMF.

*** End of Changes ***
