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*** The First Change ***

4.2.3.2.2
Protecting data and information – Confidential System Internal Data

Requirement Name: Unauthorized Viewing

Requirement Description: When the system is not under maintenance, there shall be no system function that reveals confidential system internal data in the clear to users and administrators. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc. Confidential system internal data contains authentication data (i.e. PINs, cryptographic keys, passwords, cookies) as well as system internal data that is not required for systems administration and could be of advantage to attackers (i.e. stack traces in error messages).

Security Objective references: tba.
Test case: 

Test Name: TC_CONFIDENTIAL_SYSTEM_INTERNAL_DATA

Purpose:

Verify that no system function reveals sensitive data in the clear 
Procedure and execution steps:

Pre-Condition:

The vendor shall provide documentation describing how confidential system internal information that could possibly be revealed in clear-text is handled by system functions.
A list of all system functions in the network product, information on how to enable and execute them should be provided as a part of the vendor's documentation. A system function is every function implemented in the network product needed by the services/functionalities provided by the network product itself.
Execution Steps

Execute the following steps:

1.
Review the documentation provided by the vendor describing how confidential system internal information is handled by system functions.

2.
The tester checks if all system functions as described in the product documentation (e.g. local or remote OAM CLI or GUI, logging messages, alarms, error messages, configuration file exports, stack traces)  whether they reveal any confidential system internal data in the clear (for example, passphrases). 

Expected Results:

There should be no confidential system internal data revealed in the clear by each
 system function.

Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operational results.
*** End of the Change ***
