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1
Decision/action requested

It is requested that proposed key issue is added to TR 33.814.
While a skeleton for TR 33.814 is not yet available, it is likely that a clause for Key issues will be included.
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3
Rationale

SA3 has agreed to take forward the FS_eLCS_Sec - "Study on Security of the enhancement to the 5GC location services" [1]. While a TR 33.814 [2] skeleton for the FS_eLCS_Sec is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a key-issue for Clause #5 in order to get an early start.

TBS (terrestrial beacon systems) positioning is one of the positioning methods in which the UE position is estimated with the knowledge of geographical coordinate of "reference" ground-based transmitters broadcasting signals for geo-spatial positioning with wide-area or regional coverage [3][4]. 
In this method, information that may be transferred over-the-air could contain UE position estimate (latitude, longtitude, altitude) and timestamp. 
Therefore, we propose a new key-issue to investigate if and how any new security and privacy mechanism need to be added in TBS positioning, in addition to currently existing mechanisms.

4
Detailed proposal

*** BEGIN CHANGES ***
 [
m]
3GPP TS 38.305: "NG Radio Access Network (NG-RAN); Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
 [n]
3GPP TR 23.731: "Study on Enhancement to the 5GC LoCation Services".
*** NEXT CHANGE ***
5.X
Key Issue #X: Security and privacy in TBS positioning  

5.X.1
Key issue details
Editor's Note: It needs to be clarified whether there are any specific security or privacy issues with this method compared to other methods.
Location services in 3GPP include the TBS (terrestrial beacon systems) positioning method in which the UE position is estimated with the knowledge of geographical coordinate of "reference" ground-based transmitters broadcasting signals for geo-spatial positioning with wide-area or regional coverage. 
The TBS positioning mode could be: (a) "standalone" where the UE performs TBS measurements and calculates its own location, possibly using additional measurements from other (non-TBS) sources, without network assistance; or (b) "UE-assisted" where the UE performs TBS measurements with or without assistance from the network, and sends these measurements to the location management function where the position calculation takes place, possibly using additional measurements from other (non-TBS) sources; or (c) "UE-based" where the UE performs TBS measurements and calculates its own location, possibly using additional measurements from other (non-TBS) sources. The 3GPP TS 38.305 [m] and the 3GPP TR 23.731 [n] are referred for further details.

In TBS positioning, information that may be transferred over-the-air include UE location information such as UE position estimate (which could be latitude, longtitude, and altitude) and timestamp.

This key issue is about investigating if and how any new security and privacy mechanism need to be added in TBS positioning, in addition to currently existing mechanisms. 
5.X.2
Security threats

Lack of secure and privacy preserving mechanism to transfer location-related information over-the-air could potentially have undesirable effects like position poisoning or subscriber traceability. 
5.X.3
Potential security requirements

The system shall support secure and privacy preserving mechanism for TBS positioning.
*** END OF CHANGES ***
�These references are proposed to be added to Clause #2 References.





