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1	Decision/action requested
Approve the key issue
2	References
[1]	TS 33.501 informative Annex E: UE-assisted network-based detection of false base station
[2]	TR 33.809
3	Rationale
[bookmark: _Hlk528182757]Method of detecting fake gNBs in the network is critical to further processing of the information to ascertain that a particular base station is fake and doesn’t belong to the real operator network. Once a determination is reached that a particular Base Station is fake, network can take actions to isolate such Base stations to help UEs to avoid connecting to the fake gNBs.
It is possible that network may employ multiple mechanisms to detect the fake Base Stations. Hence a feasible solution is to split the problem in to two,
1) Detection of fake Base Stations 
2) Employing methods to isolate such Base Stations so that UEs do not connect to it.
4	Detailed proposal
****************************** Start of pCR to TR 33.809 **********************************
x.x Key issue #y: Network detection of near by fake Base Stations
The 3GPP measurements procedures (see [m]) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501 [n]. 
The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measuremet reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.
The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 
Method of detecting fake Base Stations nearby is critical to further processing of the information to ascertain that a particular base station is fake and doesn’t belong to the real operator network. Once a determination is reached that a particular Base Station is fake, network can take actions to isolate such Base stations. Network can help UEs with information to avoid connecting to the fake gNBs.
If UEs are using information from reliable Base stations belong to an operator, such guidance information from Base Stations belonging to the operator network can be trusted to avoid fake Base Stations both in actice mode and idle mode.
x.1.2 Potential security threat
Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures: DoS attack on network, DoS attack on UE, Fraud, Subscriber privacy attack
If an idle UE do cell re-selection and gets connected to a fake Base Station, UE may lose any incoming calls, paging message etc. If an active UE gets connected to fake base Station, it may get down bidded to LTE or other technology and the subscription id (IMSI) may get stolen. The UE may not get the service it requests.
x.1.2 Potential security requirements
It should be possible for Base Stations belonging to a PLMN, to detect fake Base Stations nearby.
It should be possible for Base Stations belonging to a PLMN, to employ methods to prevent UEs from connecting to isolate detected false Base Stations so that UEs doesn’t connect to them.
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