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1
Decision/action requested

This paper proposes to add a new security solution for small data included in initial NAS to handle AMF reallocation to TR 33.861 [1].
2
References

[1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

[2]
3GPP TR 23.724 Study on evolution of cellular IoT security for the 5G System
3
Rationale

This paper proposes to add a new security solution to TR 33.861 [1] for small data included in initial NAS message to handle AMF reallocation.
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.861 [1]. 

**** START OF CHANGES ****
2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.724: "Study on Cellular IoT support and evolutionfor the 5G System".

[3]
3GPP TS 22.261:"Service requirements for next generation new services and markets".

[4]
3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".

[xx]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access"
**** NEXT CHANGE ****
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solution #1: Security Solution for small data transmission via NAS signaling
6.1.1
Introduction
This solution addresses key issue #2: Integrity protection of small data and key issue #3 : Encryption of small data . 
The key issue proposes to integrity- and confidentiality- protect small data for security data transmission solutions in TR 23.724. There is a set of solutions which transfer small data via NAS signalling, e.g. solution 1, solution 2, solution 3, solution 4, etc. All of these solutions have common features:

1. For MO data transport, the MO small data is included in NAS PDU, and is transferred in initial NAS message;

2. For MT data transport, the MT small data is also included in NAS PDU, and is transferred in DL NAS message.

The differences of these solutions, e.g. whether AMF delivers data to UPF via vSMP or directly, whether NAS PDU includes path information, are not related to security.

So, from security aspect, since the small data is transferred in initial NAS message or DL NAS message, the proposed security solutions are very similar with current NB-IoT CP solution in LTE. So, this solution proposes to reuse security solution of current NB-IoT CP solution. 

6.1.2
Solution details 
For MO data transport, 

1. The small data payload in initial NAS message shall be ciphered. The partial cipher mechanism defined in clause 8.2 of TS 33.401 [31] can be reused to protect the MO NAS PDU in the initial NAS message. 

2. The small data payload in initial NAS message shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in initial NAS message.

For MT data transport, 

1. The small data payload shall be ciphered. The small data payload shall be ciphered because the small data payload is already included in DL NAS message.

2. The small data payload shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in DL NAS message.
A security solution for how to handle small data included in initial NAS message at AMF reallocation is described in solution #Y in clause 6.Y. 
6.1.3
Evaluation

**** NEXT CHANGE ****
6.Y
Solution #Y: Security solution for small data included in initial NAS signalling at mobility
6.Y.1
Introduction

This solution addresses key issue #2: Integrity protection of small data and key issue #3: Encryption of small data in this TR. 
As defined in TS 23.401 [xx], the Control Plane CIoT EPS optimisation to send small data over NAS was added in EPS/LTE Rel-13. A NB-IoT UE could include small data in NAS signalling (DoNAS) to the MME. To support DoNAS was optional in MME but mandatory in NB-IoT UE. The NB-IoT UE is allowed to include DoNAS into NAS signalling messages as Service Request message, Uplink NAS Transport message, but not in Attach Request message and Tracking Area Update Request message as the NB-IoT UE had no knowledge of whether the target MME supported Control Plane CIoT EPS Optimization.

This security solution proposes an optimized NAS signalling solution for sending small data. This security solution for small data proposes to re-use NAS security, with the enhancement of deriving an additional encryption key, i.e. a new one-time key, for encryption of small data included in initial NAS signalling messages.  
6.Y.2
Solution details
This security solution describes how to security protect small data in initial NAS message. 
The following figure shows the scenario at mobility when UE includes a small data packet in the initial NAS message and an AMF change takes place. 
This solution assumes that the UE has information about whether the target AMF supports small data in NAS or not.
It is expected that small data included in initial NAS message sent over 5G will be both integrity protected and ciphered using NAS security.

This security solution proposes that the UE and the AMF derive a new encryption key (one-time key) from the current 5G security context for the encryption of the small data included in the initial NAS message. This new one-time key could for example be derived from the current KAMF key in use.  The new one-time key is a different key compared to current NAS encryption key i.e. KNASenc key. In order to preserve the backward security mechanism, this one-time key must be used only once per initial NAS message so that it can be safely be handed over to a new AMF, in mobility events, without compromising the security of protected IE’s sent earlier by the UE to different AMF’s.

This solution would ensure that the source AMF would not need to decrypt the encrypted IE’s received in the initial NAS message (e.g. Registration Request message). Instead the source AMF derives the new one-time key from the current 5G security context and provides the new one-time key to the target AMF, and then the target AMF can decrypt the encrypted IE’s received in the initial NAS message (e.g. Registration Request message) using the one-time key. After the decryption, the target AMF deletes the one-time key.
A detailed description of the steps is given below.

[image: image1.emf]UE

Source 

AMF

Target 

AMF

1. NAS Security establishment

2. UE derives a one-time key OSK or keys derived 

from the one-time key OSK,  and use it (them) to 

cipher and integrity protect the IE for small data 

transfer

4. AMF derives the one-time key OSK 

and includes it in the response

3. Context Request(Initial 

NAS message)

6. AMF uses the received one-time key OSK 

or keys derived from the one-time key 

OSK, to decipher and integrity check the 

protected IE for small data transfer

SMF or UPF

7. Forward UL 

small data

8. Forward DL 

small data

9. AMF uses the received one-

time key OSK or keys derived 

from the one-time key OSK, to 

cipher and integrity protect the 

IE for small data transfer

10. Downlink NAS transport ({protected IE for small data transfer}

OSK

)


Figure 6.X.2.1-1: One-time key protecting small data included in initial NAS message 
The steps are as follows:

1. It is assumed that the UE has earlier registered and established NAS security and then went back to CM-IDLE mode e.g. due to inactivity.

2. The UE decides to send a small data packet and initiates the establishment of a NAS connection with the network by initiating an initial NAS message. The UE must construct an initial NAS message that is integrity protected by the already established 5G NAS security context (i.e. current KNASint key). For the encryption of the IE containing the small data, the UE derives a new one-time encryption key, for example from the current KAMF key in the 5G NAS security context and a freshness parameter, and encrypts the IE containing small data with the new one-time encryption key. The new one-time key is a different key compared to current NAS encryption key i.e. KNASenc key.
Editor’s Note: The freshness parameter as input to derive the new one-time encryption key is FFS. 
Editor’s Note: It’s FFS whether the small data should be integrity protected as well with a new one-time integrity key.
Editor’s Note: Description of the remaining steps of the procedures are FFS.

Editor’s Note: Clarification on the need of the new protection key is FFS.
3. Upon reception of the initial NAS message, the target AMF retrieves the UE context from the last serving AMF (i.e. source AMF). The context request message to the source AMF includes the temporary identifier 5G-GUTI and the whole received initial NAS message from the UE.
4. The source AMF verifies the integrity of the received initial NAS message using its stored 5G NAS security context (i.e. current KNASint key). If the verification of the integrity check is successful, the source AMF shall release the 5G security context to the target AMF. In addition, the source AMF derives a new one-time encryption key from the current KAMF key in the current 5G NAS security context and a freshness parameter and delivers the new one-time encryption key to the target AMF. The derivation of the new one-time encryption key is derived from the current KAMF key by the source AMF regardless whether source AMF performs horizontal KAMF derivation of the current KAMF key or not. 
If source AMF performs horizontal KAMF derivation then the source AMF delivers the new KAMF key together with the new one-time encryption key (derived from the old KAMF key to the target AMF), otherwise the source AMF delivers the current KAMF key together with the new one-time encryption key to the target AMF.

5. The target AMF uses the one-time encryption key received from the source AMF to decipher the ciphered IE containing the small data included in the initial NAS message. The target AMF forwards the small data packet to the SMF or UPF and deletes the one-time encryption key. 
6.X.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** End of Changes ****
UE
Source AMF
Target 
AMF
1. NAS Security establishment
2. Initial NAS message(clear text IEs, {protected IE for small data transfer}OSK)
2. UE derives a one-time key OSK or keys derived from the one-time key OSK,  and use it (them) to cipher and integrity protect the IE for small data transfer
4. AMF derives the one-time key OSK and includes it in the response
3. Context Request(Initial NAS message)
5. Context Response(OSK)
6. AMF uses the received one-time key OSK or keys derived from the one-time key OSK, to decipher and integrity check the protected IE for small data transfer
SMF or UPF
7. Forward UL small data
8. Forward DL small data
9. AMF uses the received one-time key OSK or keys derived from the one-time key OSK, to cipher and integrity protect the IE for small data transfer
10. Downlink NAS transport ({protected IE for small data transfer}OSK)



