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Decision/action requested

Approval of content for Conclusions Section of TR 33.841
2
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3
Rationale

This proposal adds content to the conclusions section of TR 33.841.  It concludes that:

· Where asymmetric algorithms are used as part of a non-3GPP protocol (e.g. IPSec, TLS), TS 33.210 should be updated with new quantum-safe profiles for these protocols once they are available.

· SUCI should always be sent using variable length encodings, to allow for potentially longer key and cipher text sizes in the future, where quantum safe algorithms are available.

· Where new uses of asymmetric cryptography are introduced to the 3GPP system it should be assumed that these will be required to transition to quantum safe algorithms in the future and assessed accordingly.

· There is not a requirement to transition to 256-bit keys for symmetric cryptography at this time.  Where 256 bits of classical security are required to protect user plane data, layered security can be used.
4
Detailed proposal

15
Conclusions

While timelines for quantum computing are difficult to estimate, it is possible that a cryptographically relevant quantum computer will be developed within the lifetime in the 5G system.   Any such computer is likely to terminally undermine the security of all asymmetric algorithms in common use today.  The effect of a quantum computer on symmetric algorithms is more difficult to assess, but the existence of a quantum computer will change the applicable security model.

The majority of asymmetric algorithms in use in the 5G system are used as part of a non-3GPP protocol.  For example, IPsec and TLS are used widely, while JWS is used in N32 Application Layer Security.  This report recommends that the 3GPP profiles for these protocols, defined in [15], are updated to include support for quantum-safe algorithms once these are available.

All mandatory non-null SUPI encryption profiles rely on the security of elliptic curve cryptography, which is broken by Shor’s algorithm.  Therefore, to protect SUPI from an attacker with a quantum computer a new profile will be required.  Currently there are no recommended quantum safe algorithms to replace existing asymmetric key agreement and key encapsulation mechanisms.  Recommendations from NIST are expected between 2022 and 2024.  Despite this, the 5G system needs to be prepared to transition to quantum safe algorithms.   It is not yet clear what classes of algorithm will be favoured by NIST and as such it is difficult to predict what key sizes and ciphertext sizes the system will be required to support.  However, these could be hundreds of thousands or even millions of bytes.  Therefore, it is recommended that wherever the SUCI is included in a message, the field is suitably sized.

Where new security features are introduced into the 5G system, it can be assumed that any asymmetric cryptography will be required to transition to quantum safe algorithms at some point in the future.  These security features should be assessed to ensure that the large key and cipher text sizes do not introduce performance issues and should be designed to be extensible to new algorithms in a bid down protected manner.

It should be noted that in many cases it is already possible to apply 256 bits of classical security to 5G User Plane traffic.  In particular, 256-bit block ciphers can be used in IPsec and HTTPS traffic that is carried over the RAN.  In addition, the 5GC and 5GRAN are already required to support the transport of 256-bit keys and a 256-bit long term key can be used as input to TUAK.

Since the practical impact of Grover’s algorithm is not yet well understood the post-quantum security of symmetric algorithms is difficult to evaluate at this time.  However, based on current estimates for the requirements to implement Grover’s algorithm, this document has concluded that there is no immediate need to transition to 256-bit key lengths.  

Despite the above conclusion, the 5G system may be required to support 256-bit algorithms in future releases.  As the evaluation of new algorithms takes time, it is proposed that this work should start now. 

