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1	Decision/action requested
It is suggested that the new Key issue is added to the study in 33.835
2	References
 [1]	3GPP TR 33.835, v.0.2.0, Study on authentication and key management for applications based on 3GPP credential in 5G
 [2]	3GPP TR 33.220, v.15.3.0, Generic Authentication Architecture (GAA) Generic Bootstrapping Architecture (GBA)
[3]	3GPP TR 33.905, v.15.0.0, Recommendations for trusted open platforms


3	Rationale
The application functions (AFs) in the network side will have a standardised interface for fetching AKMA keys from the AKMA security anchor, but such interface or API is missing in the UE side. This means that application developers would need to design, perhaps considerably, different versions of their AKMA apps depending on how AKMA keys are made available in different types of UEs. 
This document
· Adds a new Key issue to 33.835 about investigating an API for AKMA keys in UE

4	Detailed proposal

********** 1st CHANGE **********
Note to the editor: all text is new.
5.X	Key Issue #X: API for AKMA keys in UE
Editors Note: This key issue needs to be revised to focus on the potential changes needed to the UICC – ME interface to support AKMA functions within the UE

5.X.1	Issue details
In GBA, the Network Application Function (NAF) has an interface, Zn, towards the Bootstrapping Server Function (BSF) as is shown in Key Issue 1. The NAF can request NAF specific keys from the BSF over the Zn. Similar interface is also expected to be defined between the AKMA application function (AF) and the AKMA security anchor.  The benefit of having such standardized network interface is self-evident as it provides multivendor interoperability, i.e. it enables AFs from different vendors and application developers to request AKMA keys from the security anchor. 
The ultimate purpose of the AKMA feature is to provide keys, which are used to secure application communication between an AF and an application running in the UE (called AKMA app). It is assumed that there will be a counterpart of the AKMA security anchor in the UE side (called AKMA bootstrapping client). See figure 5.X.1-1.


Figure 5.X.1-1: API within UE for fetching AKMA keys
While the AFs in the network side will have a standardised interface for fetching AKMA keys, as described above, such interface or API is missing in the UE side. This means that application developers would need to design, perhaps considerably, different versions of their AKMA apps depending on how AKMA keys are made available in different types of UEs. This could be an obstacle in adopting the use of AKMA keys for applications. Such API was not developed for GBA, but recommendations in this problem space were recorded in TR 33.905 [xx]. Considerations in TR 33.905 could be useful to investigate in relation to this Key Issue. 
Traditionally, 3GPP has not specified interfaces within the UE, except for the interface between the ME and UICC, which is a multivendor interface. Similarly, the interface between the AKMA bootstrapping client and AKMA apps could be seen as a multivendor interface as the developers of AKMA apps are assumed to be different from ME vendors. 
Having such standardised API for requesting AKMA keys in the UE would mean less design effort for application developers as it would introduce multivendor interoperability also in the UE side. Thereby making AKMA more attractive for applications to use AKMA. 
Solutions to this Key Issue should study the following aspects:
-	How an API between an AKMA bootstrapping client and AKMA app could look like?
-	What parameters are sent between the AKMA bootstrapping client and AKMA app?
-	If and how does the AKMA bootstrapping client ensure that only authorized AKMA apps receive keys?
-	If and how could considerations in TR 33.905 be useful in relation to this Key Issue?
5.X.2	Security Threats
Not applicable.
5.X.3	Potential security requirements
Not applicable.


********** END OF CHANGES **********
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