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1. Overall Description:

In SA#81 meeting, SA3 were asked to consider the LS from GSMA in S3-183285/SP-180872 and provide information to SA#82, so that TSG SA#82 will gather the final resulting reply for GSMA (c.f., draft SA#81 Meeting report (AP 81/1)/SA3 chairman’s report on last SA plenary (S3-183203)).
SA3 answers the GSMA questions as follows:

3. Security

a. GSMA WAS requires that the VPLMN does not have visibility of PLMN list. Can 3GPP confirm that the PLMN list is encrypted and the contents are not visible to the VPLMN?  Visibility of this PLMN list by the VPLMN does have significant commercial implications.
[SA3 answer] -> There are two possible data types transported as specified by CT1 in 3GPP TS 24.501 and it is up to the HPLMN as to which type is used:-

· If “list type” value “1” then the roaming list is in clear and visible to the VPLMN.  For this data type the List is generated by the UDM and terminates in the ME.  This list is integrity protected so alteration in transit can be detected.  This updates the list held locally in the ME.
· If the list type is value "0" then the roaming list complies to 3GPP TS 31.115 (OTA) is generated either in the UDM or an OTA server and terminates in the USIM. 3GPP TS 31.115 allows the message to be cyphered using 3DES or AES but it is up to the home operator to configure this.  This updates roaming lists held in the USIM or allows the use of the Steering of Roaming REFRESH SIM Toolkit Command.
b. GSMA WAS would like to request clarification that the 5G SoR Control plane solution is standardising a new method of delivery of the PLMN list and will not impact the format of the list, the existing security mechanisms for writing that list to the SIM card, or the relevant procedures for Steering of Roaming.
[SA3 answer] -> There are two possible data types transported as specified by CT1 in 3GPP TS 24.501 and it is up to the HPLMN as to which type is used:-

· If “list type” value “1” then the roaming list in the ME is updated.  This does not modify and has no impact on the lists held in the USIM.

· If the list type is value "0" then the USIM lists are updated using the security mechanisms specified in 3GPP TS 31.115 (USIM OTA security) so are as secure as OTA messages sent on other bearers.
2. Actions:

To SA group.

ACTION: 
SA3 kindly asks SA plenary to consider the above replies. 
3. Date of Next TSG-SA WG3 Meetings:
SA3#94
28 January – 1 February 2019


Kochi (India)
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6-10 May 2019




TBD



