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From security point of view, it is acceptable because the main goal is to avoid key-resue. How exactly the network does it (with single value counter, or with two non-overlapping counters) is not super important.

Now, TS 33.401 requires corresponding updates so that different counters (scg-Counter and sk-Counter) from TS 36.331 are not used with "same" FC value from TS 33.401. Otherwise, there would be a key re-use which means serious security problem.

	
	

	Summary of change:
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	Clauses affected:
	A.15, E.1.3, E.3.2, E.3.3, E.3.4.1, E.3.5.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 
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***** BEGIN CHANGES *****
A.15
Derivation of S-KeNB or S-KgNB for dual connectivity

This input string is used when the MeNB and UE derive S-KeNB or S-KgNB from KeNB during dual connectivity. The following input parameters shall be used:

-
FC = 0x1C

-
P0 = Value of the SCG Counter as a non-negative integer

-
L0 = length of the SCG Counter value (i.e. 0x00 0x02)


NOTE:
TS36.331 [21] uses two different counter names to refer to the same counter defined in this document, i.e., SCG counter.
The input key shall be KeNB of the MeNB.

***** End of Changes *****

