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1
Decision/action requested

Add test case for NEF-application function mutual authentication.
2
References

[1]
3GPP TS 33.519 v 0.1.0
3
Detailed proposal
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2
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[3]
3GPP TS 23.501 “System Architecture for the 5G System”
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3GPP TS 33.122 “Security Aspects of Common API Framework for 3GPP Northbound APIs”
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4.2.2.1
Security functional requirements on the NEF deriving from 3GPP specifications – TS 33.501 [2]
Editor’s Note: This clause will document Security functional requirements- xxxx on the NEF deriving from 3GPP specifications and related test cases. 
4.2.2.1.1
Authentication on application function

Requirement Name: Authentication on application function
Requirement Reference: TBA

Requirement Description: "Mutual authentication between the NEF and Application Function shall be supported" as specified in TS 33.501 [2], clause 5.9.2.3. "For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS" and "Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a." as specified in TS 33.501 [2], clause 12.2. 

Security Objective Reference: TBA

Test Case:

Test Name: TC_CP_AUTH_AF_NEF
Purpose: To verify that the NEF can authenticate application function and establish TLS connection towards the application server with certificate based authentication, and may authenticate application function and establish TLS connection towards the application server with pre-shared key based authentication.
Pre-Condition: 

-
The NEF network product shall be connected in emulated/real network environments.

-
In order to establish TLS connections to the NEF network product, the application function shall offer a feature that is supported by the NEF network product, including protocol version and combination of cryptographic algorithms.
-
The application function and the NEF network product shall support certificate based authentication, and may support pre-shared key based authentication.
-
If the NEF network product does not support CAPIF as specified in clause 6.2.5.1 in TS 23.501 [3], the certificates or the pre-shared key shall be provisioned in the NEF network product.

-
If the NEF network product supports CAPIF, the certificates or the pre-shared key shall be provisioned in the CAPIF core function, the CAPIF core function shall be able to select appropriate authentication method as defined in the sub-clause 6.5.2 in TS 33.122 [4]. 

Execution Steps: 
1.
If certificate based authentication is used, provision correct certificate on the application function, if pre-shared key based authentication is used, provision same pre-shared key on the application function.
2.
The application function shall initiate establishment of TLS connection towards the NEF network product, and check whether a TLS connection is established successfully. 
3.
If certificate based authentication is used, provision incorrect certificate on the application function, if pre-shared key based authentication is used, provision different pre-shared key on the application function.
4.
The application function shall initiate establishment of TLS connection towards the NEF network product, and check whether no new TLS connection is established.
Expected Results:  

Only one TLS connection is established at step 2. 
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results. 
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