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*** First Change ***
13.2.2
N32-c connection between SEPPs

13.2.2.1
General

When the negotiated security mechanism (clause 13.5) to use over N32 is Application Layer Security, the SEPPs use the established TLS connection (henceforth referred to as N32-c connection) to negotiate the N32 specific associated security configuration parameters required to enforce Application Layer Security on HTTP messages exchanged between different PLMNs. A second N32-c connection is established by the receiving SEPP to enable it to send HTTP Requests.

The N32-c connection is used for the following:

-
Key agreement: The SEPPs independently export keying material associated with the first N32-c connection between them and use it as the pre-shared key for generating the shared session key required. This is based on RFC 5705 [59] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [60] is used.

-
Parameter exchange: The SEPPs exchange security related configuration parameters that are needed by the SEPPs to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks. 

-
Error handling: The receiving SEPP sends an error signalling message to the peer SEPP when it detects error on the N32-f interface.

The following security related configuration parameters may be exchanged between the two SEPPs:

a. Modification policy – Modification policy, as specified in clause 13.2.z.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.

b. Cipher suites for confidentiality and integrity protection when Application Layer Security is used to protect HTTP messages between them.

c. N32-f precontext identifier values, that’s used by each SEPP to construct a common N32-f context ID that identifies the set of security related configuration parameters, when it receives a protected message from a SEPP in a different PLMN.

13.2.2.2
Procedure for Key agreement and Parameter exchange

1. The two SEPPs perform a cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32-f.

1a. The SEPP which initiated the first N32-c connection sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites are ordered in initiating SEPP’s priority order. The SEPP provides a N32-f precontext ID for the responding SEPP. The precontext IDs are 32-bit random integers, represented as 0-left padded strings of hexadecimal digits
1b. The responding SEPP compares the received cipher suites to its own supported cipher suites and selects, based on its local policy, a suite, which is supported by both initiating SEPP and responding SEPP.
1c. The responding SEPP sends a Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32. The responding SEPP provides a N32-f precontext ID for the initiating SEPP.

1d. The SEPPs create the N32-f context ID as follows:

Initiater's N32-f precontext ID | responder's N32-f precontext ID

2. The two SEPPs may perform exchange of Data-type encryption policies and Modification policies. Both SEPPs shall store the protection policies sent by peer SEPP:

2a. The SEPP, which initiated the first N32-c connection, sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s protection policies listed in clause 13.2.z. 

2b. The responding SEPP shall store the policies if sent by the initiating SEPP. 
2c. The responding SEPP sends a Parameter Negotiation Response message to the initiating SEPP with the responding SEPP’s suite of protection policies.

2d. The initiating SEPP shall store the protection policy information if sent by the responding SEPP, 

3. The two SEPPs shall exchange IPX security information lists that contain information on IPX public key/Certificate that’s needed to verify IPX modifications at the receiving SEPP. 

4. The two SEPPs export keying material from the TLS session established between them using the TLS export function as specified in RFC 5705 [61] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [60] is used. The exported key shall be used as the master key to derive session keys and IVs for the N32-f context as specified in clause 13.2.4.4.1.

5. The responding SEPP in the first N32-c connection shall now setup a second N32-c connection by establishing a mutually authenticated TLS connection with the peer SEPP.

6. The two SEPPs start exchanging NF to NF service related signalling over N32-f and keep the TLS session open for:

-
any further N32-c communication that may occur over time while application layer security is applied to N32-f, or
-
any further N32-c and N32-f communication, if TLS is used to protect N32-f.

Editor’s Note: The exact message names are to be aligned with stage 3 specifications defined by CT4.
13.2.2.3
Procedure for Error detection and handling in SEPP

Errors can occur on an active N32-c connection or on one or more N32-f connections between two SEPPs. 

When an error is detected, the SEPP shall map the error to an appropriate cause code. A signalling message is created to inform the peer SEPP, with cause code as one of its parameters. 

The N32-c connection which was initiated by the SEPP, shall be used to send the signalling message to the peer SEPP.

If the error occurred in the processing of the one or more N32-f message(s), the corresponding Message Id (s), obtained from the metadata section of the N32-f message, shall be included as a parameter in the signalling message. This allows the peer SEPP to identify the source message (s) (HTTP Request or Response) on which the error was found in the other SEPP.

NOTE: Local action taken by either SEPP is out of 3GPP scope.
*** End of Changes ***

