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*** First Change ***
13.1
Protection at the network or transport layer

All Network Functions shall support TLS. Network Functions shall support both server-side and client-side certificates. 

The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].

TLS shall be used for transport protection within a PLMN unless network security is provided by other means.

NOTE a: 
Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5] can be used for network layer protection.

NOTE b: 
If interfaces are trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.
To allow TLS protection between the SEPP and NFs in its own PLMN, the SEPP shall support TLS wildcard certificates and a feature called “telescopic FQDN”: 
a. 
The SEPP shall be configured with a wildcard certificate in which the Subject field (or the SubjectAltName) contains a wildcard-based domain name, with an asterisk and period prepended before the domain name. 

b. 
The SEPP shall append its own domain name (i.e. the FQDN excluding the asterisk *) to a target FQDN in the received N32-f message. The SEPP forwards the modified HTTP message to the receiving NF inside the PLMN. Subsequently, the receiving NF shall use the telescopic FQDN as the Request URI when it generates a HTTP message destined to the target NF to which the original FQDN belonged to. For those messages that contain a telescopic FQDN, the SEPP shall remove its own FQDN from the telescopic FQDN to obtain the original FQDN before forwarding the message on N32-f.
The SEPP shall generate a telescopic FQDN from the FQDN or URI received in the following messages over N32-f:

a.
Nnrf_NFDiscovery_Get response HTTP message with FQDNs of a set of the discovered NF or NF service instance(s) (cf. TS 29.510).

b.
Subscription message with the Callback URI in the payload of the message (cf. TS 29.501)
c.
Nsmf_PDUSession_POST HTTP message with PduSessionCreateData containing the URI representing the PDU session in the V-SMF (cf. TS 29.502)
Editor’s Note: How to deal with the limitation that wildcard certificates may only match one domain level is FFS.
If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, application layer security on the N32-f interface is needed for protection between the SEPPs. The N32-f Application Layer Security solution is specified in clause 5.6.3 (requirements) and clause 13.2 (procedures).
NOTE 1:
Void

NOTE 2: Void.

*** End of Changes ***

