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1
Decision/action requested

This contribution proposes a resolution to the non-3GPP security mis-match caused by some 3GPP mobility scenarios
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Rationale

In their LS [1], CT1 described 3 possible solutions to the security mis-match case. The first observation here is that this solution is only useful when the UE is idle on the non-3GPP access as if the UE is in connected, then the AMF may run a NAS SMC procedure on the non-3GPP access to change the non-3GPP security context. We analyse each solution in turn. The first possible solution is the following:
View 1

When a new 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set in the Registration Accept message the 5GS Registration result IE to “3GPP and non-3GPP”. The UE then autonomously uses the same 5G NAS security context over the non-3GPP access without any explicit Security Mode Command from the AMF over the non-3GPP access. 

Some companies questioned whether this is in accordance with SA3 requirements.

This solution has the issue that if the UE is connected on the non-3GPP access then in effect signalling on the 3GPP access changes the security context on the non-3GPP access. This is something SA3 declined to do for NAS SMC (i.e. let one NAS SMC change security contexts on both access) and hence should not be selected.

The second solution is the following:

View 2

When a new 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set in the Registration Accept message the 5GS Registration result IE to “3GPP”. The UE then considers itself deregistered over the non-3GPP access, and the AMF can send the Security Mode Command during the UE’s subsequent registration over the non-3GPP access. 

Some companies pointed out that this will unnecessarily release the UE’s PDU sessions over the non-3GPP access.
 If the UE is in idle (which is the scenario at hand), then the PDU session is anyways not being used -so the “loss” of PDU session is of no real impact.

Also, CT1 has defined means for the UE to transfer a PDU session from one access to another. If the UE needs to use the PDU session associated with the non-3GPP access in this case, the UE can transfer the PDU session from non-3GPP access to 3GPP access using session management procedures over the 3GPP access (see 6.4.1.1 of TS 24.501):
“The purpose of the UE-requested PDU session establishment procedure is to … perform handover of an existing PDU session between 3GPP access and non-3GPP access”.

The third solution is the following: 

View 3

When a new 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set the 5GS registration result IE of the REGISTRATION ACCEPT message to "3GPP access and non-3GPP access". The UE does not do anything with the 5G NAS security context for non-3GPP access. When the UE wants to be in 5GMM-CONNECTED mode over non-3GPP access, it performs a service request procedure, which will fail, The UE performs an initial registration procedure over non-3GPP access.

Some companies pointed out that this will unnecessarily release the UE’s PDU sessions over the non-3GPP access.
Similar observations to solution 2 can be made. In many ways solution 2 is just an optimised version of solution 3. Solution 3 requires no behaviour or signalling changes at the UE or AMF, where solution 2 requires the AMF to recognise the possible security context mis-alignment may occur.  

A final observation is that with solution 2, the UE de-registers from the non-3GPP access. If at this point the UE deletes the security context used on the non-3GPP access if it is different to the one in use on the non-3GPP access, then the UE will directly take the security context used on the 3GPP access into use on the non-3GPP access when sending the Registration Request message and save the need for the NAS SMC. 
From the above analysis the simplest proposal is to use solutions 2 and 3 and let the AMF implementation decide which one it wants to use. A companion CR (S3-183616) implements this change. 
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Detailed proposal

It is proposed that SA3 approved the CR in S3-183616. 
