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1. Overall Description:

SA3 thanks SA2 for their LS on Separate HSS and UDM and security credentials storage in relation to the SA2 Study on User Data Interworking, Coexistence and Migration (FS_UDICoM, TR 23.732). SA3 has discussed the handling of security credentials and authentication vector generation for 5GS + EPS (+2/3G) in the deployment scenarios for HSS/UDM/UDR in scope of the UDICOM study and it is ready to provides the following answers:
1) it is required to store credentials and compute the authentication vectors for both 5GS and EPS (and 2/3G) in a single location that is accessed through the HSS (i.e. the UDM has to retrieve these vectors from HSS); or 
SA3 Response: 

SA3 confirms that the scenario where the security credentials for a given user are stored in a single location and corresponding authentication vectors for 5GS and EPS (and 2/3G) are also computed in a single location within the system is possible and does not represent any challenge/issue from a security point of view. 
SA3 would also like to indicate that in this option, 

· Security credentials might be stored at a common repository, or at either the EPS repository or 5GS repository if different repositories are deployed. 

· Authentication vectors may be computed at a stand-alone AuC/ARPF used by HSS and UDM, at an AuC collocated with UDM/ARPF and accessed by HSS to request AVs in EPS (+2/3G) domain, at an ARPF collocated with HSS/AuC and accessed by UDM to request AVs in 5GS domain and even independently in each domain at HSS/AuC and UDM/ARPF. 

2) whether the UDM can obtain vectors for 5GS access independently from the HSS as the 5GS credentials can be stored separately from the EPS(+2/3G) credentials and the computation of the authentication vectors for EPS(+2/3G) and 5GS can be performed independently at different locations.

SA3 Response: 

SA3 confirms that this scenario where the security credentials are stored and the corresponding authentication vectors for EPS(+2/3G) and 5GS for a given user are computed independently at different locations is also technically possible. However, this scenario might necessitate a mechanism in place to synchronize the Sequence Numbers (SQN) used to generate the AVs in the corresponding domains (5GS or EPS). 

3) Both options are possible
3SA3 Response: 

SA3 confirms that both options are possible as described above. 

2. Actions:

To SA2:
ACTION: 
Please take the above feedback into consideration. 
3. Date of Next TSG-SA WG3 Meetings:)
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