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Decision/action requested

It is proposed to agree on one of the listed options to resolve the EN on how to address mobility cases involving an AMF key change for the initial NAS protection mechanism.
2
References
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3GPP TS 33.501
3
Rationale

TS 33.501 [1] cl. 6.4.6 has an EN related to how to address failure and mobility cases. In this discussion we focus on the mobility cases among which, we identify a case that could be problematic for the initial NAS protection mechanism. 
TS 33.501 [1] introduced a horizontal key derivation at the AMF key level. More precisely during a mobility scenario requiring an AMF relocation, it may happen that the source AMF derives a new AMF key from the current one and sends the new one to the target AMF. Since the ciphered IEs are protected based on the key shared with the source AMF, the target AMF would not be able to decipher those IEs on its own.
There are different possible solutions to this issue:

1. The sources AMF deciphers the protected IEs and sends them back to the target AMF in the context request reply. In fact, in idle mode mobility involving AMF relocation, the target AMF sends the received NAS message anyway to the source AMF for integrity verification and for the UE context retrieval. This is not our preferred approach since from a design perspective, the AMF will not be act on the full NAS message at once and will instead have to reconstruct the message using pieces received from different entities, i.e. UE and source AMF.
2. The target AMF treats this as a failure case for deciphering the IEs and probe the UE to send again the full initial NAS message via a NAS SMC as proposed in a companion contribution. Compared to (1), this option has the advantage that it does not require the AMF to reconstruct the message and allows for introducing a better solution in the future without breaking backward compatibility since the update will be required at the network level only (AMF). The UE handling would be the same.

3. A new key is introduced for the sole purpose of encrypting the ciphered IEs in an initial NAS message. The key is derived by the UE, e.g. from the current AMF key for the protection of ciphered IEs. During AMF relocation, the key is derived by the source AMF and sent to the target AMF along side the other parameters. Therefore, the handling of the ciphered IEs is not dependant on whether an AMF key change due to a horizontal key derivation took place or not. This has the same advantage as (2) on (1). In addition, the option provides a proper handling of the ciphered IEs. It is worth noticing here that the target AMF would need to run a NAS SMC procedure anyaway to activate the new NAS security context so compared to (2), there is no signalling gain. Another companion contribution shows how this is implemented.
4. The UE always anticipates a horizontal key derivation and uses the horizontally derived key to cipher the IEs. During AMF relocation, the target AMF uses the received key to decipher the IEs in case a horizontal key derivation takes place. Otherwise it derives the required key and deciphers the IEs on its own. This option has the same benefits as option (3) compared to (2) and (1). In addition, it may have less impact on the standard since it does not require the introduction of a new key. However, special handling is required in order to avoid key stream re-use. Yet another companion contribution shows how this is implemented.
4
Detailed proposal

It is proposed that SA3 agrees on one of the options 3 and 4 to resolve the EN.
