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1
Decision/action requested

It is requested that the proposal is approved.
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3
Rationale

3.1
Background

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a new key-issue for Clause #5 in order to get an early start.
3.2
Further minimizing the effect of rogue REJECTs
The REJECT messages, in RRC and NAS layer, are sent by the network to the UEs without security protection. This has been a design choice, based on risk analysis, in order to achieve availability of the network. 
While it is true that the effect of rogue REJECT is generally local and of small-scale, and there are already some security features like carefully selected wait timers, we argue that it still is prudent to investigate further potential enhancements to the security features. 

Therefore, we propose a key issue to investigate if and how further security features could be augmented in the system so that the effects of rouge REJECTs could be even further minimized. 

4
Detailed proposal

*** BEGIN CHANGES ***
5.X
Key Issue #X: Minimizing effects of rogue REJECTs 
5.X.1
Key issue details

Among messages that the network can send to UEs without security protection are the REJECT messages (in RRC and NAS layer). The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. 
It has been a design choice, based on risk analysis, to achieve avilability that the REJECT messages are not protected. It is also important to notice that it is extremely impractical (if possible, at all) for an attacker to have massive-scale effect using rougue REJECTs. Normally, the effect is to a target UE or few UEs in a cell.

Nevertheless, the design has included some security features that combact rogue REJECTs from unauthorized entiries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. This security feature makes it impractical for an over-the-air attacker to sustain the rogue REJECT attack, because the attack will go away if the attacker goes away.

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system so that the effects of rouge REJECTs could be even further minimized. 
5.X.2
Security threats

Lack of protection from rogue REJECTs could potentially have following impacts in some cases:
-
DoS attack on UE
5.X.3
Potential security requirements

The 5G system shall have support for minimizing the effets of rogue REJECTs in RRC and NAS layers.
*** END OF CHANGES ***
