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1
Decision/action requested

This paper proposes to add a new key issue for retaining AS security keys for redundant data in URLLC in TR 33.825 [1].
2
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3
Rationale

This paper proposes to add a new key issue for retaining AS security keys for redundant data in TR 33.825 [1].

4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.825 [1]. 

**** START OF CHANGES ****
5.X
Key Issue #X: Retaining AS security keys for redundant data transmission in user plane 
5.2.1
Key issue details

This key issue addresses the security aspects of key issue #1: Supporting high reliability by redundant transmission in user plane in SA2 TR 23.725 [2] and key issue #2: Supporting high reliability by redundant transmission in user plane.
The flexibility to retain or to change the AS security keys in the gNB in intra-gNB handover i.e. between cells belonging to the same gNB, was introduced in 5G system in TS 33.501 [xx] Rel-15.

If AS keys are always refreshed even when not required, then performance in gNB could be degraded. Refreshing the AS keys have impact on performance as time delay. To support services with very strict performance requirements, e.g. low latency or high reliability, would clearly benefit from avoiding unnecessary AS keys to be refreshed. The gNB should only refresh the AS security keys when there are security reasons.

URLLC services should be taken into considerations when performing the configuration of the policy for controlling when to retain or change AS keys in gNB.

5.2.2
Security threats

Not applicable

5.2.3
Potential security requirements

Not applicable
**** End of Changes ****

