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1
Decision/action requested

This paper proposes to add a new key issue for UP security policy handling for multiple PDU sessions established for redundant data transmission in URLLC in TR 33.825 [1].
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3
Rationale

This paper proposes to add a new key issue for UP security policy handling for multiple PDU sessions established for redundant data transmission in URLLC TR 33.825 [1].

4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.825 [1]. 

**** START OF CHANGES ****
5.X
Key Issue #X: UP security policy handling for multiple PDU sessions established for redundant data transmission 
5.2.1
Key issue details

This key issue addresses the security aspects of key issue #1: Supporting high reliability by redundant transmission in user plane in SA2 TR 23.725 [xx].

According to the SA2 TR 23.725 [xx], in order to ensure the high reliability which can hardly be achieved by single path on user plane, redundant transmission in 5GS may be supported. Depending on the condition of network deployment, e.g., which NFs or segments cannot meet the requirements of reliability, the redundant transmission may be applied on the user plane path between the UE and the network. 

There are several potential solutions in SA2 TR 23.725 [xx], where redundant data transmission in user plane takes different paths. 

During the PDU session establishment, the 5G Core Network should determine and provide the UP security policy for a PDU session to the gNB connected to 5GC according to TS 23.501 [xx] and TS 23.502 [xx], 

The 5G Core Network may enforce different configurations of UP security (encryption and integrity protection) in the UP security policy for multiple PDU sessions established for redundant data transmission.

The UPF or the DN has no knowledge of which UP security policy that has been applied between the UE and the gNB for the redundant user plane data transmission that has taken different paths.  

5.2.2
Security threats

If the attacker knows that integrity protection is enabled on one path but not on a second path, then the attacker could perform jamming on the first path in order to prevent the user plane data to be forwarded from the gNB to the UPF, and at then modify user plane data sent over the second path.

5.2.3
Potential security requirements

If integrity protection of user plane data is enabled between the UE and the gNB on the first path, then integrity protection shall be enabled for redundant user data transmission over a second path as well.
**** End of Changes ****

