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1
Decision/action requested

This contribution analysis the reply LSs from RAN2 and SA2 and propose the way forward.
2
Discussion
SA3 received reply LS from RAN2 (S3-183267/ R2-1816022) titled ““Reply LS on initial NAS security agreements” for the requirement on the encryption of S-NSSAI in RRC layer.

RAN2 reply indicates that RRC message MSG5, in which S-NSSAI is sent currently is not ciphered. As Rel-15 ASN.1 is frozen, so encrypted S-NSSAI to be included in MSG5 will be a backwards incompatible change.

Observation 1: Encryption of NSSAI information at AS layer cannot be supported in Rel-15.
SA2 also replied to SA3 in S2-1811543 (Reply LS on initial NAS security agreements), where SA2 has indicated two solutions to SA3 for selection:
Solution 1 (TS 23.501 CR0643): S-NSSAI is always ciphered at NAS layer. 

Solution 2 (TS 23.501 CR0656): UE is indicated either to include S-NSSAI in cleartext or to include encrypted S-NSSAI at NAS layer.

Observation 2:   S-NSSAI is ciphered at NAS layer or based on UE configuration, S-NSSAI is transmitted in clear.
Considering the reply LS from RAN2 and from SA2, it is possible that the NSSAI is encrypted in NAS layer, but in clear in AS layer for the initial NAS message. From security point of view, either NSSAI is encrypted (in NAS and AS) or in the clear (in both NAS and AS). If it is encrypted in NAS and it is clear in AS, then it can reveal security information like Key stream used to encrypt the NSSAI. Therefore if the information is sent in the clear in AS, then it should be sent in the clear in NAS.
Observation 3: It is not acceptable from security perspective, to send the encrypted NSSAI in the NAS layer, but in clear in AS.  Security treatment of the NSSAI should be kept consistent across the layers for initial NAS security.
Following is the proposed way forward to avoid inconsistence across the layers for initial NAS security:

Proposal: If the NAS decides to send the S-NSSAI encrypted, then NAS does not provide the NSSAI to the AS layer. If the NAS is configured to send the NSSAI in clear, then the NAS provides it to the AS to transmit NSSAI in clear (if Solution 2 in SA2 reply LS is selected).
3
Conclusion

Analyzing the reply LSs from RAN2 and SA2, it is proposed to have consistent security treatment across the layers for initial NAS security. That is, if the NAS decides to send the S-NSSAI encrypted, then NAS does not provide the NSSAI to the AS layer. If the NAS is configured to send the NSSAI in clear, then the NAS provides it to the AS to transmit NSSAI in clear. This behavior needs to be indicated to SA2.
