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1
Decision/action requested

This paper proposes to add a new security solution to TR 33.861 [3] concerning protection of the interface utilized by NIDD procedures
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Rationale

Non-IP Data Delivery (NIDD) is a part of CIoT EPS optimisations and can be used to deliver unstructured data. NIDD is further defined in TS 23.401 [1] clause 4.3.17.8.1 and in TS 23.682 [2] clause 4.5.14. EPS can deliver the Non-IP data using the Service Capability Exposure Function (SCEF) node which is replaced by the Network Exposure Function (NEF) node in 5GS. 
This document proposes to add a new security solution to TR 33.861 [3] concerning protection of the interface utilized by NIDD procedures. This security solution is related to the key issue concerning protection of the interface utilized by the NIDD procedures.
4
Detailed proposal

**** START OF CHANGES ****
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*** NEXT CHANGE ***
6.X
Solution #X: Security solution for protection of interface used by NIDD procedures 
6.X.1
Introduction

This security solution is related to the key issue #X: Protection of NIDD interfaces, concerning protection of the interface utilized by the NIDD procedures.
Non-IP Data Delivery (NIDD) is a part of CIoT EPS optimisations and can be used to deliver unstructured data. NIDD is further defined in TS 23.401 [XX] clause 4.3.17.8.1 and in TS 23.682 [YY] clause 4.5.14. EPS can deliver the Non-IP data using the Service Capability Exposure Function (SCEF) node which is replaced by the Network Exposure Function (NEF) node in 5GS. 
The interface utilized by the NIDD procedures between the NEF and the Application Function (AF) is supposed to transfer data and therefore needs to be properly secured by providing confidentiality, integrity and replay protection.

6.X.2
Solution details

This solution proposes to reuse the security solution based on TLS defined in clause 12 in TS 33.501 [ZZ].

6.X.3
Evaluation

The proposed solution fulfils the potential security requirements given in the related key issue.
**** End of Changes ****
