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Decision/action requested

Approve a new key issue on remote credential (de)provisioning
2
References

[1]
3GPP TR 33.899 Study on the security aspects of the next generation system
3
Rationale

This key issue is a recapitulation of Key Issue #12.2 from [1] which was prioritized as phase 2 in that document.

For some types of device (e.g. simple MTC devices) credentials cannot always be provided after their manufacturing, e.g. in case of embedded (U)SIM. Most often in those cases the credentials needed to access a 3GPP network are also not available during manufacturing. A solution is therefore required to provide credentials to these devices (and to the network) in different way.

One approach for providing credentials to these types of devices is to use remote credential provisioning. In this case the so-called target device (e.g. the MTC device) will obtain its credentials from a so-called provisioning device. The provisioning device will provide the credentials to target device via some way of direct communication (e.g. Bluetooth, NFC, ProSe, etc.) and it will also provide these credentials to the network.

After a certain time the remotely provisioned devices may need to be deprovisioned as well. This can also be done from the provisioning device.

It is proposed to add the following Key Issue to the TR searching for solutions for secure remote credential provisioning and deprovisioning.
4
Detailed proposal

*** Beginning of Change ***

5.X.1
Key Issue #X: Remote credential (de)provisioning

5.X.1
Key issue details

For some types of devices (e.g. simple MTC devices) it will not be feasible of possible to provide them with the appropriate set of credentials after they are manufactured (and their credentials may not be available during manufacturing). Therefore it will be needed to provide such devices with credentials in another way. One way of providing credentials to such devices is via remote credential provisioning from another devices. Moreover, also remote deprovisioning of credentials needs to be considered in that case.

Remote credential provisioning assumes that the credentials will be able to be provided to the network and target device from the provisioning device, where the provisioning device can communicate to the target device in a direct way (e.g. via Bluetooth, NFC, ProSe, direct WLAN access, etc.). Remote de-provisioning could be performed by the provisioning device via communication to the network only.
5.X.2
Security threats

Without appropriate credentials the target device will not be able to securily communicate with the 3GPP network.

Without appropriate security a target device may be falsely provided with credentials, i.e. it may get illegal access to the 3GPP network.

Without appropriate security a target device may be falsely rejected to the 3GPP network due to credential deprovisioning.

Potential security requirements

It shall be possible to securily provide the target device with credentials from the provisioning device.

It shall be possible to securily provide the network with credentials for the target devices from the provisioning device.
It shall be possible to securily deprovision credentials of the target device from the provisioning device.
*** End of Change ***

