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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	750019
	Study on Charging Aspects of 5G System Architecture Phase 1  (FS_5GS_Ph1_CH) (TR 32.899)

	Antecedent stage 2 study item

	780034


	Service Based Interface for 5G Charging (5GS_Ph1-SBI_CH) (TS 32.298)
	Antecedent stage 2 work item

	780035

	Data Charging in 5G System Architecture Phase 1 (5GS_Ph1-DCH) (TS 32.240)
	Antecedent stage 2 work item


Dependency on non-3GPP (draft) specification: 
3
Justification

In roaming scenario, the visited network may perform some traffic spoofing behaviours. For example, in the local breakout scenario, the vUPF/vSMF may report false traffic when reporting traffic to the home network; in the home routed scenario, the vUPF may add some traffic that the UE is not actually used when forwarding traffic to the hUPF, these will cause the traffic actually used by the UE to be inconsistent with the traffic reported by the visited network, resulting in charging fraud.

The above security vulnerabilities exist in 5G networks, a mechanism to mitigate the charging fraud attack is worth to study.
4
Objective

The objective of this study item includes the following contents:
· Identify the threats of the charging fraud attack.
· Identify the security requirements for mitigating the charging fraud attack.
· Study the possible solution enhancements to prevent the visited network from reporting false traffic.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR
	TR 33.abc
	Study on mitigation of the charging fraud attack
	SA#84
June
2019
	SA#86
December
2019
	SA3 study


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Zhao, Xuwen (Huawei) 
zhaoxuwen@huawei.com 
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Work item leadership

SA3
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Aspects that involve other WGs
Potential impacts to SA2 and SA5
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	Supporting IM name
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