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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.825.
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Rationale





From security perspective, there is a tension between ultra-reliable and low latency requirements, the former implies need for stringent security checks, while the latter may imply extremely fast security checks. Hence, in the URLLC services there may be a need for various security policies. 
This contribution will discuss the new Key Issue on security policy for URLLC service.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Security policy for URLLC service
5.X.1
Key issue details

The URLLC service scenarios include both the high reliability and low latency requirements. From security perspective, there is a tight coupling between ultra-reliable and low latency to maintain the same level of security and be efficient in doing so at the same time, the former implies need for stringent security checks, while the latter may imply extremely fast security checks. Hence, in the URLLC services there may be a need for various security policies, e.g., for length of key refreshment interval, the recommended length of keys, etc.
One example of an area where policies may be needed is the User Plane Security. In 5GS, a new security feature was introduced: the User Plane Security Policy.  The SMF will get User Plane Security Policy during PDU Session Establishment from UDM and PCF. The SMF generates User Plane Security Enforcement and transfers it to the RAN. The Release 15 RAN can only apply integrity protection in low speed (maximum of 64kbps). For URLLC service with higher speed than 65kbps, the RAN cannot fulfill the QoS requirement while enforcing user plane integrity protection. The confidentiality protection may additionally bring x ms (e.g. 0.1~2ms depending the implementation) delay. This delay may have negative impact on URLLC services. Having different policies for different services may help with these issues. 
5.X.2
Security threats

If the URLLC service is not user plane integrity protected, the user data can be modified during the transmission. On the other hand, after adding integrity protection, the delay may be unacceptable for some URLLC services. If service-specific security policies are not applied, there may be a risk that many URLLC services have insufficient protection.  

5.X.3
Potential Security requirements

1) The 5G system shall provide a security policy mechanism applicable to URLLC services.

2) The 5G system shall provide the mechanism for how to enforce User Plane Security Policy when there are URLLC services in the PDU Session.

3) The selection of the security policy shall be under network control.
4) The security policy may include an (re)authentication policy and a key refresh interval policy.
*************** End of Change ****************
