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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.825.
2
References

[1]   3GPP TR 23.725 v100: “Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5GC.”
3
Rationale





According to SA2’s TR, in order to ensure the high reliability which can hardly be achieved by single path on user plane, redundant transmission in 5GS may be supported. In general, the redundant transmission may be applied on the user plane between the UE and the network based on the DC architecture, except that the same PDU is transferred via two different NG-RAN nodes. It is identified by SA2 that UE/RAN/UPF shall support packet elimination and replication function with enhancing the protocols, e.g. PDCP protocol, GTP-U protocols when needed.  
In this case, how to secure these two redundant transmissions should be studied, e.g., one security context may not be applied on the two user plane paths according to the current session establishment procedure, how to enhance the PDCP protocol from the UE and/or RAN sides to make the security aspect applicable to redundant transmission.
This proposal aims to introduce a key issue to investigate the security aspect of redundant transmission.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Security for redundant transmission
5.X.1
Key issue details

Redundant transmission in 5GS may be supported since single user path transmission hardly meets the high reliability requirement. In this case it is important to study how to ensure that these redundant transmissions are secure enough. From security perspective, repeated user plane data transmission may introduce new security risks. Redundant transmission, where the data is duplicated at the source and sent to the destination over two different paths, may give advantage to crypt-analysis, because the attacker may see the same data encrypted with two different keys. Another example of increased security risk is when the two received transmissions are not identical. Therefore, the receiver can’t know which of the transmissions is correct.
5.X.2
Security threats

Multiple transmission of the same user plane data encrypted using two different keys may inadvertently aid an attacker in performing crypt-analysis of the original data and potentiall exposing the data.
5.X.3
Potential Security requirements

The 5G system shall provide an appropriate security method to protect the redundant transmission.
*************** End of Change ****************
