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1
Decision/action requested

This contribution proposes a proposal for TR 33.856.
2
References

[1]

3GPP TR 33.856: "Study on security aspects of single radio voice continuity from 5G to UTRAN".
3
Rationale





This contribution proposes some editorial modifications on the current TR 33.856 [1].
4
Detailed proposal

*************** Start of 1st Change ****************
5.1
Key Issue #1: Achieving backward security of key derivation during SRVCC from 5G to UTRAN CS

5.1.1
Key issue details

During SRVCC from 5G to UTRAN CS, the MSC server should never know the KAMF nor should the KAMF be revealed to an entity other than AN AMF. If the AMF or the MME does not derive new key(s) to create a mapped SRVCC security context for the MSC server instead of sending KAMF to the MSC server, or if the keys sent to the MSC server are not generated properly, the MSC server or an attacker can gain knowledge of KAMF and violate backward security.   

5.1.2
Security threats 

If the backward security is not achieved, the key received from the AMF may be used to attack 5G system, for example, deriving other keys based on KAMF and recover communication between a UE and the system.

5.1.3
Potential Security requirements

· backward security shall be achieved when handover is performed from the AMF to the MSC server
5.2
Key Issue #2:  Security of IMS Emergency Session Handling 
5.2.1
Key issue details

During SRVCC from 5G to 3G, IMS Emergency Sessions can be made by:

·  normally attached UEs or 
· UEs attached for emergency bearer services.
IMS Emergency Services can be authenticated or unauthenticated, it depends on the serving network policy if unauthenticated IMS Emergency Sessions are allowed. Any behaviour not explicitly specified as being special to IMS Emergency Sessions is handled in accordance to normal procedures.
If the SRVCC is for an emergency call, the UE is not in limited service state, it initiates normal initial attach when not already attached to receive emergency bearer services. If the serving network attempts to authenticate the UE after receiving a request for emergency bearer services which was integrity protected by the current NAS security context and the authentication failed and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF proceed as for set up of normal bearers.

In this scenario, since the serving network policy does not allow unauthenticated IMS Emergency Sessions, the continuous authentication process may exhaust UE and network resource.
5.2.2
Security threats 

If the serving network policy does not allow unauthenticated IMS Emergency Sessions, the continuous authentication process may exhaust the resources of UE and network.
5.2.3
Potential Security requirements

The continuous authentication process during the IMS Emergency Session handling shall be avoided.
5.3
Key Issue #3: Protecting the SRVCC capability 
5.3.1
Key issue details

To support 5G-SRVCC, SRVCC Capability, MS Classmark 2 and Supported Codecs IE are sent to the AMF by the UE via initial Registration Request message, non-periodic Registration message, and by a source AMF to a target AMF during Intra-5GS handover. 
5.3.2
Security threats 

If the UE SRVCC capability sent to the network or between AMFs is tampered with, the network may not be able to provide SRVCC service to the user and the user’s call will be dropped when UE leaves 5G service area and enters into UMTS coverage. This leads to bad user experience and denial of service.
5.3.3
Potential Security requirements

 UE SRVCC Capability, MS Classmark 2 and Supported Codecs IE should be protected from modification when sent in the initial Registration message, non-periodic Registration or sent between source AMF and target AMF.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
6.3
Solution #2: Emergency session in SRVCC from 5G to UTRAN CS

6.3.1
Introduction

This clause addresses the key issue #2 for authenticated emergency session and unauthenticated emergency session.
6.3.2
Solution details 

When the SVRCC is for an authenticated emergency session or an unauthenticated emergency session, the security procedure in solution #1.1 is applied if there is no direct interface between the AMF and the MSC server. Otherwise if there is direct interface between the AMF and the MSC server, the security procedure in solution #1.2 is applied.

In the case when the SRVCC is for an unauthenticated emergency session, since the derived keys have no ability to affect the output of the NULL algorithms. However, call set up must continue even though the network and the UE derive different keys.
6.3.3
Impacts on existing nodes and functionality
In case there is no direct interface between the AMF and the MSC server, subclase 6.1.3 in current TR applies.

In case there is direct interface between the AMF and the MSC server, subclase 6.2.3 in current TR applies.
6.3.4
Evaluation

This solution applies the security procedure in solution #1.1 or solution #1.2, it can avoid the continuous authentication process during the IMS Emergency Session handling in SRVCC from 5G to UTRAN CS.
The details of evaluation for solution #1.1and solution #1.2 can be seen in 6.1.3 and 6.2.3.

This solution satisfies the requirement of key issue#2. For an authenticated emergency session, the security procedure in subclause 6.1.3 or 6.2.3 shall be applied. For an unauthenticated emergency session, call set up must continue even when the network and the UE derive different key.
6.4
Solution #3: Protecting the SRVCC capability 
6.4.1
Introduction

This solution addresses the key issue #3, namely protecting the SRVCC capability.

6.4.2
Solution details

For protecting the SRVCC capability in conjunction with the MS Classmark 2 and Supported Codecs IE in initial Registration Request message, the hash based method specified in subclause 6.7.2 in TS 33.501 [1] can be reused to address the problem.

 For protecting the SRVCC capability in Intra-5G handover procedure, the messages between source AMF and target AMF are protected by NDS/IP.
6.4.3
Impacts on existing nodes and functionality
There is no impact on the existing UTRAN and EPS system.
Editor’s Note: Impact on 5G system needs to be evaluated.
6.4.4
Evaluation

TR 23.756 [2] has decided to reuse the existing SRVCC mechanism to send the SRVCC capability, MS Classmark 2 and Supported Codecs IE in an initial Registration Request message and in the Intra-5G handover procedure.
6.5
Solution #4: Return from UTRAN to E-UTRAN or NR
6.5.1
Introduction

This solution addresses the key issue #4, namely return from UTRAN to E-UTRAN or NR.

6.5.2
Solution details

When a voice service ends in UTRAN and NR coverage is available, if the native 5G security context stored on the UE is available, it should be used for protecting the Registration Request message. If the native 5G security context is not available (even if a mapped 5G security context is available), the AMF shall perform a(n) (re-)authentication procedure with the UE to establish a new native 5G security context.

When there is no NR coverage but E-UTRAN is available , if the native 5G security context stored on the UE is available, the UE shall delete the UMTS security context and set the native 5G security context to current security context when receives the RRC release message from UTRAN. Then the UE should return to E-UTRAN by sending a TAU request message to the MME which is integrity protected using current native 5G security context as described in subclause 8.5 of TS 33.501 [1]. If the native 5G security context is not available (even if a mapped 5G security context is available), the MME shall perform a(n) (re-)authentication procedure with the UE to establish a new native EPS security context.
6.5.3
Impacts on existing nodes and functionality
There is no impact on the existing UTRAN and EPS system.

UE:

-
It needs to delete the UMTS security context and set the stored non-current native 5G security context to the current one when receives the RRC release message from UTRAN.
6.5.4
Evaluation
*************** End of 2nd Change ****************
