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1	Decision/action requested
Approval to make the text changes indicated below
2	Rationale
Clause 4.1.x introduces content discussing the importance of algorithm agility in 5G.
3	Detailed proposal
Add content to clause 4.1 to discuss the benefit of algorithm agility as well as what actions need to be taken to enable algorithm agility. – This contribution assumes that S3-183252 has been implemented.

##############       First Change    ################
4.1.x	Algorithm Agility 
Although the time frame for transitioning 3GPP systems to 256-bit keys is still uncertain, the concept of enabling algorithm agility is a beneficial one. It would ease the transition to 256-bit keys, whenever that becomes necessary, as well as enabling any other algorithmic changes that would be needed as a result of future attacks or technological advances.
In order to evaluate the effort required to implement algorithm agility, SA3 would need to:
- Identity every instance in which a key is negotiated or calculated
- Confer with other 3GPP groups (e.g. RAN and CT) about the impact of increased packet size and increased cost of calculations
- Decide whether one set of 256-bit algorithms would be sufficient or whether different algorithms would be needed for the general case and for special-use cases (e.g. IoT nodes that are constrained in storage space and/or compute power), and begin the process of standardization
- To minimize the need for future changes, it would be beneficial to specify more than one mandatory-to-implement algorithm. This would minimize the impact of discovering a weakness in the currently preferred algorithm.
Currently, many SA3 solutions are defined in a modular manner, independent of the underlying cryptographic algorithms, and the algorithms are specified using an algorithm identifier whose value can easily be modified. Some SA3 solutions are inextricably tied to specific algorithms and key sizes [xx]. To enable algorithm agility within these solutions, either the protocol would have to be changed or a different protocol would have to be adopted. These types of solutions should be identified, and a strategy should be adopted to move them towards a solution that allows algorithm agility. 
#############################       End of First Change    ######################################
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