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1	Decision/action requested
It is kindly proposed to approve the pCR below
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3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
B-TID	Bootstrapping Transaction Identifier
BSF	Bootstrapping Server Function
GBA	Generic Bootstrapping Architecture
NAF	Network Application Function
4		Rationale
GBA can provide capability for UE and application server to set up a security connection using a derivated key (i.e. Ks_(int/ext)_NAF) from 3GPP credential. However, application server may have the demand to manage the security connection to UE using their own independently generated key due to their policies. 
To solve this problem, a security management server can be deployed between BSF and application server. It can generate application specific key, and download the application specific key via the secure connection provided by Ks_(int/ext)_NAF to the UE. Meanwile, the security management server can also send the application specific key to the application server. The UE and application server can communicate securely via the usage of application specific key.
5	Detailed proposal
*******************START OF CHANGES 1*******************************************
6. Candidate Solutions
6.X Solution #X: Non-3GPP credential download
6.X.1 Introduction
In current GBA solution, 3GPP network takes charge of derving Ks_(int/ext)_NAF for UE and application server derived from the root authentication key K. However, the application server may not want to use this key, which is derived from the 3GPP network anauthentication key K. They may have a policy, which requires they use their own independently generated key (e.g. application specific key), but still require the use of features provided by the 3GPP network to distribute such a key. They mechanism can satisfy the demand of application providers who do not wish to establish the secure connection by using only a 3GPP credential.
In some scenarios, such as when the UE sends sensitive data to application server, the application security policy may require that the 3GPP network operator does not have accesses to that information. In addition, the services provided by the application server may be accessed by multiple applications. Therefore, it is desirable that a solution that addresses this key issue supports establishment of separate application specific keys for each application that are served by the application server.
6.X.2 Solution details
During the procedure using bootstrapped security association, evolved NAF receives the Ks_(ext/int)_NAF from evolved BSF. After that, the evolved NAF sends the Appkey to the UE using the secure connection established via the Ks_(ext/int)_NAF. The UE then establishes the secure connection with application server using Appkey.
NOTE 1:	The Appkey is for end-to-end message encryption between UE and application server. Evolved NAF may connects to multiple Application Servers (AS) . Each of the application server can be assigned a unique Appkey from NAF after the Appkey is generated. The length of the Appkey is TBD.
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Figure 1: The AKMA solution for non-3GPP credential download
Editor’s Note: The envolved NAF mentioned above can be deployed by 3rd party. The 3rd party mentioned above could be key management service provider or application provider.

*******************END OF CHANGES 1*******************************************
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