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1
Decision/action requested

This pCR proposes a key issue for study item of 5G system enhancement against false base staiton (TR 33.809).
2
Disucssion

As discussed in S3-183296, the false base station may cause various attacks, which can be devided into 2 categries. The first one is caused by the lack of authentication on the messages from the cell, and can be addressed by UE verifying the messages. The second one is caused by lacking proper protection on important messages send from UE, which can be addressed by adding security protection on these messages. This document is focusing on the second category and provide an implementation in the spec for this key issue.

3
Detailed proposal

It is proposed that the following key issue of security protection on the unicast messages from the UE before security activation can be accepted by TR33.809.

***** First Change *****
5.x
Key issue #x: Security protection on the unicast message from the UE before security activation
5.x.1
Key issue details

UE sends the “Attach Request” through MSG5(RRCconnectionsetupcomplete) as the initial NAS message, in which the SUCI/5G-GUTI is included. If the SUPI is not provided by the UE nor retrieved from the old AMF, the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE requesting the SUCI. In 5G system, the SUCI will be used to protect the SUPI/IMSI. However, it is not a mandatory feature. Therefore in some cases, the SUPI will still be send to the gNB in the clear in response to the “Identity Request” from the gNB. This “Identity Request” happens after RRC connection establishment, but before AS security mode activation. This kind of attack can be addressed by protecting the UE identity or authenticating the “Identity Request” message.
In current 3GPP spec, during the RRC connection, the gNB send “UEcapabilityequiry” to ask for UE’s AS capability, and UE then send “UECapabilityinformation” to gNB before SMC complete. The false base station can behave as a man-in-the-middle, and catch the “UEcapabilityinformation” in the air. After that, the false base station can modify the value in this message to lower capability level, and send it back to the real gNB, causing the UE to only operate with limited radio capability or downgraded security level.
5.x.2
Security threats 

When the false gNB captures the SUPI by sending the “Identity Requst”message, the privacy of UE is compromised and the exposed SUPI helps to identify a group of UEs and makes it easier to track a UE.
A false gNB may capture and record UE capability information in any given area, and be able to infer device models and corresponding usage pattern.
If the UE capability information is modified by the false gNB, the UE’s capability level will be downgraded and it will only get limited network service or downgraded security level.
5.x.3
Potential security requirements
5G system shall support the mechanism(s) to enable security protection on the unicast messages from UE before security mode activation. 
***** End of Change *****
