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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.856
2
References

N/A
3
Rationale





This contribution proposes to add the evaluation of solution #1.1 for key issue #1 into TR 33.856.
4
Detailed proposal

*************** Start of Change ****************
6.1
Solution #1.1: Key derivation during SRVC from 5G to UTRAN CS without direct interface between AMF and MSC server
6.1.1
Introduction

This solution addresses the key issue #5.1, namely achieving backward security of key derivation during SRVCC from 5G to UTRAN CS if there is no direct interface between the AMF and the MSC server.

6.1.2
Solution details
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Figure6 -1: key derivation of 5G to UTRAN CS during SRVCC without direct interface between AMF and MSC server
The gNB sends Handover Required message to the AMF.

The AMF derives a new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 of TS 33.501 [1].
The AMF assigns the value of ngKSI to the eKSI (maps ngKSI to eKSI) and transfers the new K'ASME key and the UE security capability to the MME via PS to CS HO request message.

The MME may further derive the CKSRVCC, IKSRVCC based on the new K'ASME key, or treat the received new K'ASME key as the concatenation of the CKSRVCC, IKSRVCC. Then the MME assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC, downlink 5G NAS COUNT and the UE security capability to the MSC server in PS to CS HO request message.
NOTE: MME and UE need to agree on how CKSRVCC, IKSRVCC are derived (e.g. via a new key generation procedure using K’ASME or treating K’ASME as a simple concatenation of CKSRVCC, IKSRVCC).
The MSC server sends the PS to CS HO response message to the MME.

The MME sends the PS to CS HO response message including the security parameters in step 4 to the AMF.

The AMF sends PS to CS HO command to the gNB, in which includes the security parameters in step 6.

The gNB sends the PS to CS HO command to the UE, in which includes the security parameters in step 7. 

When the UE receives the message, it derives the new K'ASME key using the KAMF key and the current downlink 5G NAS COUNT, and identifies the CKSRVCC and IKSRVCC as the MME does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. The MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
6.1.3
Evaluation

TR 23.756 [x] has decided to reuse the existing SRVCC mechanism as much as possible to minimize the impact on 5GS and UMTS, it is therefore there is no direct interface between AMF and MSC server. This solution for key issue #1 describes the key derivation during SRVCC from 5G to UTRAN CS via MME.
*************** End of Change ****************
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