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2	Classification of the Work Item and linked work items
2.1	Primary classification
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	Building Block

	
	Work Task

	X
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2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	790011
	Study on network slicing enhancement (FS_eNS)
	SA2 SID



3	Justification
Network slicing is one of the most important features in 5G.  In Rel-15, there are open issues which were agreed to be deferred from Rel-15.  The intent of this study is to address these outstanding open security issues in Rel-16.    
In addition, for the case where a network slice is associated to a service level identity or credential is associated to the use of slice (e.g. because it is leased to a third party which has already a subscriber database), SA2 is studying how to support a secondary level of authentication (on top of the 3GPP level of authentication for PLMN access) so that access to the slice is allowed only for those Users that are also authenticated using this additional identity and credential. 
This is part of the conclusions of the FS_LUCIA which has been completed and the User Identities and authentication (UIA) normative work is starting (see S1-181519), which includes in its scope using additional identities and credentials for network slice access.
4	Objective
The objectives of this Rel-16 SA3 study are to address the network slicing open security issues which are left over from Rel-15:
· Study security and privacy aspects related to the solution for Network Slice specific access authentication and authorization using a User ID and credentials, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access) and that takes place after the primary authentication which is still required between the UE and the 5GS for PLMN access authorization and authentication, developed in the FS-eNS study led by SA2.
· Identify and study the open security issues from R15 Network Slices particularly the aspects such as, 
· Inter-slice security isolation
· Slice-specific security in the roaming scenarios.
· Slice-specific security features that can be offered as part of Network Slice as a Service (NSaaS) (Slice management)
· Slice-specific security features that can be made visible or monitored in the slice management (Slice management)
· Study the security aspects of architectural solutions in SA2 for the enhanced Network Slicing in R16.  
· Study the possible security aspects of the Network Slicing interworking with EPC for Connected and Idle modes 

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	Series
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR

	33.xxx
	Study on Security aspects of network slicing enhancement
	TSG SA#82 
(December, 2018)
	TSG SA#83 (Mar, 2019)
	Suresh Nair (rapporteur)
Suresh.p.nair@nokia.com


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
“Internal TR” is intended for 3GPP internal use only whereas “External TR” may be transposed by Ops.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as “Remarks”.}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	



6	Work item rapporteur(s)
Suresh.p.nair@nokia.com

7	Work item leadership
SA3

8	Aspects that involve other WGs
Management aspects will be covered by SA5.
Architecture aspects will be covered by SA2.
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