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3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
AKA	Authentication and Key Agreement
EAP-AKA	Extensible Authentication Protocol - Authentication and Key Agreement
B-TID	Bootstrapping Transaction Identifier
BTSF	Bootstrapping Server Function
FQDN	Fully Qualified Domain Name
GBA	Generic Bootstrapping Architecture
NAF	Network Application Function
PKI	Public Key Infrastructure

4		Rationale
GBA can provide capability for UE and application server to set up a security connection using a derivated key (i.e. Ks_NAF) from 3GPP credential. However, NAF may have the demand to manage the security connection to UE using its own key. On the other hand, to establish the secure connection between UE and application server, BTSF have to connect to every application server for the generation of Ks_NAF. This will result in high risk of security and also high cost.
To solve this problem, a NAF for security management can be deployed between BTSF and application server. It can generate session key based on non-3GPP credential, and download the session key via the secure connection provided by Ks_NAF to the UE and application server. The UE and application server can communicate securely via the usage of session key.
5	pCR
*******************START OF CHANGES 1*******************************************
XX. Bootstrapping architecture and reference points
XX. Reference point Nb
The reference point Nb is between the UE and the bootstrapping service function(BTSF). Reference point Nb provides mutual authentication between the UE and the BTSF. It allows the UE to bootstrap the session keys based on 3GPP AKA infrastructure.
Editor’s Note: The reference point Nb, Na and Nn is TBD. They can be mapped to the reference point of  5G AKMA system for which 5G SBA is considered.
Editor’s Note: The NAF in Figure 1 is equivalent to the security management server in Figure 1 of S3-182577. The BTSF in Figure 1 is equivalent to the network element connecting to the UE in the Carrier’s mobile network in Figure 1 of S3-182577. 
The EAP-AKA’ protocol, which is specified in RFC 4187 [2], is used on the reference point Nb. It is based on the 3GPP AKA TS 33.501 [3] protocol. The interface to the USIM is as specified in TS 31.102 [4] and to the ISIM is as specified in TS 31.103 [5].
XX. Reference point Na
The reference point Na carries the application protocol, which is secured using the keys material agreed between UE and BTSF as a result of the run of EAP-AKA’ over reference point Nb. For instance, in the case of support for subscriber certificates TS 33.221 [6], it is a protocol, which allows the user to request certificates from the NAF. In this case the NAF would be the PKI portal.
XX. Reference point Nn
The reference point Nn is used by the NAF to fetch the key material agreed during a previous EAP-AKA’ protocol run over the reference point Nb from the UE to the BTSF. It is also used to fetch application-specific user security settings from the BTSF, if requested by the NAF.
XX. Procedures using bootstrapped Security Association
Before communication between the UE and the NAF can start, the UE and the NAF first have to agree whether to use shared keys obtained by means of the GBA. If the UE does not know whether to use GBA with this NAF, it uses the Initiation of Bootstrapping procedure described in [1] clause 5.3.1.
Once the UE and the NAF have established that they want to use GBA then every time the UE wants to interact with a NAF the following steps are executed as depicted in figure 1.
Next, the UE and the NAF have to agree, which type of keys to use, Ks_ext_NAF or Ks_int_NAF, or both. The default is the use of Ks_ext_NAF only. This use is also supported by MEs and NAFs, which are GBA_U unaware. If Ks_int_NAF, or both Ks_ext_NAF and Ks_int_NAF are to be used, this use has to be agreed between UE and NAF prior to the execution of the procedure described in the remainder of this [1] clause 5.3.3. Any such agreement overrules the default use of the keys. A key selection indication, which key (i.e. Ks_int_NAF or Ks_ext_NAF) the NAF shall use in the Na reference point may be present in the application specific USS as defined in stage 3 specification. If the indication exists, the NAF shall use the indicated key. If the Ks_int_NAF key was indicated in the USS, the UE attempts to use Ks_ext_NAF key, the NAF shall terminate the communication with the UE.
NOTE 1:	This agreement may be mandated by the AKMA specification, which defines the Na reference point between UE and NAF, e.g. TS 33.246 for the use of GBA in MBMS, or negotiated by the NAF and the UE over the Na reference point, or reached by configuration.
1.	UE starts communication over reference point Na with the NAF using the keys Ks_ext_NAF or Ks_int_NAF, or both, as required:
-	in general, UE and NAF will not yet share the key(s) required to protect the Na reference point. If they do not, the UE proceeds as follows:
-	if Ks_ext_NAF is required and a key Ks for the selected UICC application is available in the UICC, the ME requests the UICC to derive the key Ks_ext_NAF from Ks, as specified in clause [1] 5.3.2;
-	if Ks_int_NAF is required and a key Ks for the selected UICC application is available in the UICC, the ME requests the UICC to derive the key Ks_int_NAF from Ks, as specified in clause [1] 5.3.2;
If it is not desired by the UE to use the same Ks for the selected UICC application to derive more than one Ks_ext/int_NAF, then the UE should first agree on new key Ks with the BTSF over the Nb reference point, as specified in clause [1] 5.3.2, and then proceeds to derive Ks_ext_NAF or Ks_int_NAF, or both, as required.
-	if Ks for the selected UICC application is not available in the UE, the UE first agrees on a new key Ks with the BTSF over the Nb reference point, as specified in clause [1] 5.3.2, and then proceeds to derive Ks_ext_NAF or Ks_int_NAF, or both, as required;
-	if the NAF shares a key with the UE, but the NAF requires an update of that key, it shall send a suitable bootstrapping renegotiation request to the UE. If the key's lifetime has expired the protocol used over reference point Na shall be terminated. The form of this indication depends on the particular protocol used over Na reference point. If the UE receives a bootstrapping renegotiation request, it starts a run of the protocol over Nb, as specified in clause [1] 5.3.2, in order to obtain new keys.
NOTE 2:	If the shared keys between UE and NAF become invalid, the NAF can set deletion conditions to the corresponding security association for subsequent removal.
NOTE 3:	If it is not desired by the NAF to use the same Ks to derive more than one Ks_int/ext_NAF then the NAF can reply to the first request sent by a UE by sending a key update request to the UE.
-	The UE supplies the B-TID, AppKeyflag to the NAF, as specified in clause [1] 5.3.2, to allow the NAF to retrieve the corresponding keys from the BTSF, AppKeyflag is for notifying NAF to generate an Appkey;
	To allow for consistent key derivation in BTSF and UE, both have to use the same FQDN for derivation (cf. clause 4.5.2). For each protocol used over Na it shall be specified if only cases (1) and (2) of clause 4.5.2 are allowed for the NAF or if the protocol used over Na shall transfer also the FQDN used for key derivation by UE to NAF.
NOTE 4:	The Appkey is for end-to-end message encryption between UE and application server. NAF may connects to multiple Application Servers (AS) . Each of the application servers can be assigned a unique Appkey from NAF after the Appkey is generated. The length of the Appkey is TBD.
Editor’s Note: The application server descripted in NOTE4 can be regarded as the application server in Figure 1 of S3-182577. 
NOTE 5:	The UE may adapt the keys Ks_ext_NAF or Ks_int_NAF to the specific needs of the Na reference point. This adaptation is outside the scope of this specification.
-	the key management procedures for GBA related keys in the ME (i.e. Ks_ext_NAF keys) are described in section [1] 4.4.11.
-	all GBA related keys in the UICC do not need to be deleted when the ME is powered down.
NOTE 6:	After each run of the protocol over the Nb reference point, a new key Ks, associated with a new B-TID, are derived in the UE according to clause [1] 5.3.2, so that it can never happen, that key Ks with different B-TIDs simultaneously exist in the UE.
-	When new key Ks is agreed over the Nb reference point and new NAF-specific keys need to be derived for one NAF_Id, then both, Ks_ext_NAF and Ks_int_NAF (if present), shall be updated for this NAF_Id, but other keys Ks_ext_NAF or Ks_int_NAF relating to other NAF_Ids, which may be stored on the UE, shall not be affected.
	According to the procedures defined in clauses [1] 5.3.2 and 5.3.3, in the UE there is at most one Ks_int_NAF/Ks_ext_NAF key pair stored per NAF_Id.
NOTE 7:	This rule ensures that the keys Ks_ext_NAF and Ks_int_NAF are always in synch at the UE and the NAF.
2.	NAF now starts communication over the Nn reference point with the BTSF.
-	The NAF requests from the BTSF the keys corresponding to the B-TID, which was supplied by the UE to the NAF over the Na reference point. If the NAF is GBA_U aware it indicates this by including a corresponding flag in the request;
-	The NAF may also request one or more application-specific USSs for the applications, which the request received over Na from UE may access;
NOTE 8: 	If the NAF requires service continuity, then the NAF can request a USS that contains a user pseudonym that allows service continuity according to BTSF policy. 
-	With the keys request over the Nn reference point, the NAF shall supply a NAF-Id (which includes NAF's FQDN that the UE has used to access this NAF and the Na security protocol identifier) to the BTSF. (This is to allow for consistent key derivation in the BTSF and UE as described above). The BTSF shall verify that the NAF is authorized to use that FQDN.
3.	The BTSF derives the keys Ks_ext_NAF, and Ks_int_NAF (if additionally required), as specified in clause [1] 5.3.2. If the NAF indicated in its request that it is GBA_U aware, the BTSF supplies to NAF both keys, Ks_ext_NAF, and Ks_int_NAF, otherwise the BTSF supplies only Ks_ext_NAF. In addition, the BTSF supplies the bootstrapping time and the lifetime time of these keys, and the requested application-specific and potentially NAF group specific USSs if they are available in subscriber's GUSS and if the NAF is authorized to receive the requested USSs. For any USSs containing a NAF Group attribute, this attribute shall be removed in the USSs supplied to the NAF.If the key identified by the B-TID supplied by the NAF is not available at the BTSF, the BTSF shall indicate this in the reply to the NAF. The NAF then indicates a bootstrapping renegotiation request (See [1] figure 4.5) to the UE;
NOTE 9:	The NAF can further set the local validity condition of the Ks_NAF according to the local policy, for example a limitation of reuse times of a Ks_NAF.
NOTE 10:	The NAF will adapt the keys Ks_ext_NAF and Ks_int_NAF to the specific needs of the Na reference point in the same way as the UE did. This adaptation is outside the scope of this specification.
-	The BTSF may require that one or more application-specific and potentially NAF group specific USSs shall be present in subscriber's GUSS for the NAF (see [1] clause 4.4.6). If one or more of these required settings are missing from the GUSS, the BTSF shall indicate this in the reply to the NAF.
4.	The NAF now continues with the protocol used over the Na reference point with the UE. It sends back the Appkey to the UE, which can make the UE to set up security connection with NAF using Appkey.
-	If the NAF requested an application-specific USS from the BTSF and the USS was returned the NAF, the NAF shall check whether this USS contains an key selection indication. If the key selection indication is present, the NAF shall use only the indicated key. If a different key was used over Na, then the protocol used over reference point Na shall be terminated.
5. UE continues the communication over reference point Na with NAF.
6. NAF replies the application request with an answer over the reference point Na to the UE.
Once the run of the protocol used over Na reference point is completed the purpose of bootstrapping is fulfilled as it enabled the UE and NAF to use Na reference point in a secure way (i.e. using Appkey).
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