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	Reason for change:
	One pre-requisite of access token request procedure in TS 33.501 section 13.4.1.1 mentioned that NRF and NF have mutually authenticated each other. 
However, this pre-requisite has not been involved in section 13.3.1
Authorization and authentication between network functions and the NRF.
Whether a token is needed or not for NF accessing or registering to NRF during registration, discovery, access token request is unclear in TS 33.501.

According to section 13.3.1 of TS 33.501, mutual authentication will be made between NF and NRF. Hence, token is not needed here for accessing NRF. On the other hand, which NF could provide this token to NF is sill another problem.

Another typo in obtaining access token procedure in section 13.4.1.1 is that the expected NF service name shall be changed to expected NF service names. Since the claim of token may include serveral authorized services, hence serveral expected NF service names are required in the access token request accordingly.



	
	

	Summary of change:
	Three changes are proposed:
1. As described above, add this pre-requisite into section 13.3.1.
The original statement “NRF and NF shall authenticate each other during discovery and registration” can be changed to “NRF and NF shall authenticate each other during discovery, registration, and authorization.”

2. Add a note to clarify that token are not needed for accessing NRF in the registration procedure of section 13.4.1.1.
3. Change “expected service name” to “expected service names” in access token request procedure of section 13.4.1.
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***
START OF 1st CHANGES
***
13.3
Authentication and static authorization

13.3.1
Authentication and authorization between network functions and the NRF
NRF and NF shall authenticate each other during discovery, registration, and access token request. If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS/IP or physical security (see clause 13.1).

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration. 
In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer,as described in clause 4.17.4 of TS23.502 [8].

In the roaming scenario, the NRF of the NF Service Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF  , the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
13.3.2
Authentication and authorization between network functions 

Authentication between network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-
If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
If the PLMN uses token-based authorization, the network should use protection at the transport layer as described in clause 13.1.

Depending on whether token-based authorization is used or not, authentication between network functions shall be performed in one of the following ways:

-
If token-based authorization is used within one PLMN, the service consumer NF shall authenticate the service producer NF at transport layer before trying to access the service API. The service producer NF may authenticate the service consumer NF at transport layer.

NOTE 1: 
Authentication of the service consumer NF towards the service producer NF will be implicit by authorization, which can only be granted after successful authentication of the service consumer NF towards the NRF.

-
If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API. 

NOTE 2: Authentication between network functions in different PLMN is implicit by authentication between NF-SEPP as in clause 13.3.3, SEPP-SEPP as in clause 13.2 and SEPP-NF as in clause 13.3.3.
13.3.3
Authentication and authorization between SEPP and network functions 

NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.

Authentication between SEPP and network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-
If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN. 

13.3.4
Authentication and authorization between SEPPs

Authentication and authorization between SEPPs in different PLMN is defined in clause 13.2.
***
END OF 1st CHANGE
***

