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Decision/action requested

This discussion paper discusses possible changes to the protection policies as discussed during the conference call
2
References

[1]
S3-181937
3
Rationale

3.1
Introduction
During conference calls on IPX security, the protection policies were discussed on some detail. The following agreements were reached during the conference calls:

1.
“Modification policies are exchanged between SEPPs on N32-c. Each PLMN operator writes into their modification policy what IE can be modified by the trusted IPX-Providers. 

For each SBI operation, a mapping is required to identify IE that are mentioned in the modification policy. Further SA3/CT4 discussion required. Potential way forward is to define modification policies based on “messages” and IPX-Providers, rather than on IEs.”

2.
“Modification policy applies to individual IEs.”

3.
“Working agreement: modification policy is exchanged between SEPPs via N32-c. It is not a negotiation, rather a notification.”
On the basis of these agreements, we propose the following changes to the DraftCR.
3.2
Granularity of the modification policy

The modification policy, which can be regarded as an authorization mechanism, could be specified on three different levels:

1.
Per IPX provider. In this case, the modification policy allows the IPX provider to modify all IEs in the message (including adding new ones), except for those that are encrypted. This is the coarsest modification policy and may be the quickest to implement. The downside is that once an operator allows an IPX provider to do one change, it can basically change everything.

2.
Per SBI Operation. In this case, the modification policy is on a ‘message’-basis. This means that for some operators an IPX provider will be allowed to do changes and whereas for other operations, the IPX provider is not allowed to do changes. This method is relatively well aligned with the business because very often a particular (set of) messages need mediation. This way, the operator retains some control.

3.
On a per IE basis. For this level, the protection is specified per IE after the SEPP has rewritten it. This is the most verbose and most granular control mechanism, but it has a drawback in terms of effort and complexity.
The proposal below contains all three mechanisms. We propose that SA3 choses one or two, particularly the second one or the third one.
3.3
Roaming partner’s policies

Because the receiving SEPP needs to verify that the changes were done according to the roaming partner’s policies, it needs to have the SEPP’s policy. During discussion, three ways of signalling the policy have been discussed:
1.
Out of band: Using this method, the SEPP does not need to have an interface for receiving or sending policies. Rather, the policies are agreed during roaming agreements and are exchanged out of band.
2.
Signalling via N32-c: If this method is used, the SEPPs would need an interface to exchange policies and logic to accept a new policy.
3.
In band: This method refers to signalling the modification policy with every message. Using this method, the sending SEPP would have to decide to include the policy applicable to each message with every message. This increases flexibility at the expense of additional signalling.

The proposal from the conference calls was to go for a combination of 1 and 2. The modification policies are agreed out of band and are exchanged via an N32-c notification message.
This results in the requirement that every SEPP must be able to store a modification policy per roaming partner.
4
Detailed proposal

**** Beginning of  changes ***
13.2.3
Protection Policies 

13.2.3.1
Overview of Protection Policies
The protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifiable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.

There are two protection policies, namely: 

-
Data-type encryption policy that specifies which data types need to be confidentiality protected; 

-
A modification policy that specifies which IEs are modifiable by intermediaries

In addition, there is a mapping between the data-types in the data-type encryption policy and the IEs in NF API descriptions which is given in a NF-API data-type placement mapping.

13.2.3.2
Data-type encryption policy

The SEPP shall contain an operator controlled protection policy that specifies which types of data shall be encrypted. The data-types defined at this moment are the following:

-
Data of the type 'SUPI'

-
Data of the type 'location data'

-
Data of the type 'key material'

-
Data of the type 'authorization token'



This policy shall be on a per roaming partner basis.

The policy shall contain an identifier that identifies the policy and a release number referring to the release it is applicable for.

13.2.3.3
NF API data-type placement mapping

Each NF API data-type placement mapping shall contain the following:

-
Which IEs contain data of the type 'IMSI' or type 'NAI'

-
Which IEs contain data of the type 'location data'

-
Which IEs contain data of the type 'key material'


-
Which IEs contain data of the type 'authorization token'
Where the location of the IEs refers to the location of the IEs after the SEPP has rewritten the message for transmission over N32.

An NF API data-type placement mapping shall furthermore contain data that identifies the NF API, namely
-
The name of the NF

-
The version

-
An identifier
-
The release version
NOTE: 
Larger networks can contain multiple NFs with the same API, e.g. three AMFs. The NF API policy applies to all NFs with the same API.

The NF API data-type placement mapping resides in the SEPP.

13.2.3.4
Modification policy

The modification policy shall specify which IEs can be modified by an IPX provider of the sending SEPP. The IEs refer to the IEs after the SEPP has rewritten the policy.
NOTE:
Modification includes removal and addition of new IEs, IEs therefore may not be present in the rewritten message.

The IEs that the IPX is allowed to be modified are specified by a list giving an enumeration of JSON paths within the JSON object created by the SEPP. Wildcards may be used in specifying paths.

This policy shall be specific per roaming partner and per IPX provider that is used for the specific roaming partner.

This policy shall reside at the SEPP.
For each N32-f context, the SEPP shall be able to store a policy for messages sent and one for messages received.
A basic modification policy that shall be applied irrespective of the exchanged policy is that IEs requiring encryption shall not be inserted at a different location in the JSON object.
**** End of  changes ***
