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	Reason for change:
	Currently there is no security requirement to cover the storage of data in external memory. This CR proposes text for that.

	
	

	Summary of change:
	Additional text to specify, implementations shall ensure there is no leakage or risk of privacy/security sensitive information when the UE context data is stored in a NF such as UDR, UDSF or backup AMF.

	
	

	Consequences if not approved:
	Security for external storage is not adequately covered.
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********************************** Start of Change ***********************************
[bookmark: _Toc517096252]5.9.2.x	Security requirements on external data storage
5G System allows compute-storage separation as described in TS 23.501 [2]. In this case UE context is stored external to an NF and the following requirement needs to be fulfilled. 
[bookmark: _Hlk521752355]When UE context is stored external to an NF, e.g. UDR or UDSF, implementations shall ensure privacy, security of sensitive information, and that there is no data leakage. The NF-to-storage communication shall be secured. Only an authorized NF shall have access to the UE context. All access requests from the NF to the external storage shall be cryptographically bound to the authorization. For e.g. the external storage access need to be controlled with access control list of enumerated NF instances authorized to access the UE context. Authentication of the authorized NF instances need to be based on an established state of the art cryptographic protocols.  
******************************** End of Change  ****************************************
