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1
Decision/action requested

Approval to include the proposed error handling solution for application layer N32 protection.
2
References

[S3-181937]
Draft CR on Application layer security

3
Rationale

Error handling for the N32 interface is currently missing in the draft CR on Applicaiton layer security. At the latest SA3 conference call on N32, it was generally agreed that a basic error detecton and handling mechanism is required in the SEPP. Specifically, following agreements were concluded:

- SA3 to define cause codes that are to be reported to the peer SEPP.

- Signaling message to be sent to peer SEPP when an error occurs at the SEPP

This pCR specifies a solution for the second point based on using the existing long lived N32-c connection to report back error signalling messages.

This contribution is intended to be a pCR on S3-181937.
4
Detailed proposal
*** Begin Change 1 ***

13.2.x
Error Detection and Handling in SEPP
Error detection and handling involves the following set of actions:

a) Detection of errors at the time of processing
b) Generating an appropriate cause code for the detected error
c) Reporting to the peer SEPP via signaling
d) Performing local actions 
Errors can occur on an active N32-c connection or on one or more N32-f connections between two SEPPs. 
On the N32-c connection, error detection and handling shall cover errors that occur in the processing of N32-c messages or at the underlying TLS layer. On the N32-f connection, error detection and handling shall cover errors that occur in the processing of the received message by a SEPP.
When an error is detected, the SEPP shall map the error to an appropriate cause code as defined in clause [tbd]. A signalling message is created to inform the peer SEPP, with cause code as one of its parameters. 
The N32-c connection shall be used to send the signalling message to the peer SEPP.
If the error occurred in the processing of the one or more N32-f message(s), the corresponding Message Id (s) shall be included as a parameter in the signalling message. This allows the peer SEPP to identify the source message (HTTP Request or Response) on which the error was found in the sending SEPP.
NOTE: Local action taken by either SEPP is is out of 3GPP scope.
*** End Change 1 ***
