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Decision/action requested

SA3 is kindly requested to endorse the proposals as in section 4.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v15.1.0, Security Architecture and Procedures for 5G System
[2]
S3-182047 Protection of internal gNB interfaces, SA3#91bis
[3]
S3-182048, Introduction of DTLS for protection of Xn-C and N2 itnerfaces, SA3#91bis
[4]
IETF RFC 6083: Datagram Transport Layer Security (DTLS) for Stream Control Transmission Protocol (SCTP)

[5]
IETF RFC 8261: Datagram Transport Layer Security (DTLS) Encapsulation of SCTP Packets.
[6]
IETF RFC 4960: Stream Control Transmission Protocol
[7]
IETF RFC 4895: Authenticated Chunks for the Stream Control Transmission Protocol (SCTP).

[8] 
IETF RFC 4347: Datagram Transport Layer Security
3
Rationale

During SA3#91bis two contributions [1] & [2] were approved. In these two contributions, DTLS has been mandated on gNB internal interfaces F1, E1 and other gNB external interfaces, Xn and N2. During the discussion of these two contributions, Huawei asked for a Note to be added which have a reference to the security concerns of SCTP over DTLS as listed under security considedrations in RFC6083. “The security considerations for DTLS over SCTP are documented in RFC 6083” [1].
Since all gNB internal and external interfaces require SCTP as a transport protocol, this discussion paper tries to provide an in depth analysis of the different options of DTLS deployment over SCTP and the advntages and disadvantages for each option. Furthermore, this paper propose recommendtions which require SA3 endorsemnent and recommend sending an LS to RAN3 to get RAN3 feedback on the limitations and restrictions DTLS imposes on SCTP as a transport protocol when SCTP over DTLS deployment option is used.

DTLS over SCTP:

When supporting plain DTLS [8] over SCTP [6], there is a security vulnerability where the Control Chunk within the SCTP packet is NOT protected via DTLS protocol. This introduces a security vulnerability where an attacker could modify an SCTP packet with a control chunck to instruct the SCTP peer to close or restart the SCTP connection or association.
In order to minimize this vulnerability, RFC6083 requires the implementation of Authenticated Chunks for SCTP as in [7] in addition to DTLS. This requirement may mimize the security vulnerability but it introduces security configuration complexity that does not fit 3GPP environment. In other words, RFC 6083 requires the SCTP peers to preconfigure the same pre shared secret key to protect the Authenticated Chunks. This is considered as a serious limitation to the deployment of DTLS over SCTP.
In addition, relying on Authenticated chunks to eliminate the control chunk security vulnerability does not address the issue of replay protection for these control chunks. Thus, in order to handle that, each SCTP association shall have a separate pre-shared secret key as documented in [7]. This introduces another complexity to the deployment of DTLS over SCTP in 3GPP environment.

Furthermore, as stated in [4], although DTLS can be used to provide privacy for the actual user message, the privacy of the SCTP user stream identifier, the flag which is used to indicate whether the message is sent ordered or unordered, and the payload protocol identifier can NOT be protected by DTLS. They are sent as clear text, because they are part of the SCTP DATA chunk header.
Observation No. 1: DTLS over SCTP as in [4] has a serious security vulnerability which could allow an attacker to tamper the control chunk and data chunk header without authentication.
Observation No. 2: In order to authenticate the SCTP chunks, DTLS over SCTP as in [4] requires the implementation of Authenticated Chunks as in [7] where a separate pre-shared secret key is required for each SCTP association. This introduces additional complexity to 3GPP systems for configuring, generating and managing the pre-shared key(s). Moreover, the common header and Auth chunk header are still not protected.
Proposal No. 1: DTLS over SCTP should not be supported over any gNB internal or external SCTP interface, i.e., F1, E1, Xn, and N2, unless RFC 6083 is optimized.

SCTP over DTLS:

RFC8261 [5] proposes an encapsulation mechanism that allows SCTP transport protocol to be deployed over DTLS over UDP. Not to mention the complexity of the proptocol layers for SCTP over DTLS over UDP over IP; this deployment option introduces a serious restriction and eliminate one of the most important features of SCTP transport protocol, i.e., the ability of SCTP to support multihoming. 
Since SCTP multihoming is currently deployed in 4G and is also planned to be deployed in 5G, the possibility of deploying the option of SCTP over DTLS is not a starter. If some deployment is fine with eliminating multihoming feature, then SCTP over DTLS shall NOT be mandatory and thus it can remain optional for those specific deployments.

In addition, as stated in [5], there is another important restriction where the INIT and INIT-ACK chunks MUST NOT contain any IPv4 Address or IPv6 Address parameters. The INIT chunk MUST NOT contain the Supported Address Types parameter. This actually modifies the SCTP standard in [6].
Observation No. 3: SCTP over DTLS prevents SCTP transport protocol from supporting multihoming which is one of SCTP protocol fundamental features and advantages.

Observation No. 4: SCTP over DTLS does NOT allow IPv4 Address or IPv6 Address parameters in the INIT and INIT-ACK chunks and the INIT chunk MUST NOT contain the Supported Address Types parameter. This is a change to SCTP protocol as in [6].

Observation No. 5: SCTP over DTLS does not meet the requirement of gNB internal and external transport protocol and prevents SCTP transport protocol from supporting multihoming. Thus SCTP over DTLS shall not be a mandatory feature but could be optional for deployments which does not support multihoming.

Proposal No. 2: SCTP over DTLS shall not be mandatory to be supported over gNB internal and external interfaces, i.e., F1, E1, Xn, and N2.

Proposal No. 3: SA3 needs to send an LS to RAN3 to get their expert feedback on:

1. Whether the elimination of SCTP multihoming fetautre is acceptable and whether RAN3 consider supporting multihoming feature as optional. 
2. Whether forbidding any IPv4 Address or IPv6 Address parameters to be included in INIT and INIT-ACK chunk is feasible for SCTP.
Proposal No. 4: If RAN3 agrees that multihoming feature and supporting IPv4 Address or IPv6 Address parameters in INIT and INIT-ACK chunk over gNB internal and external interfaces is optional, then SCTP over DTLS can optionally be supported over gNB interanal and external interfaces.
SA3 is kindly requested to endored the proposals under section 4.
Split Architecture:

In a gNB split architecture implementation, the F1 and E1 interfaces need not be exposed for either discrete implementations (stand alone) or Cloud based implementations. The F1 interface is already protected by IPsec. The E1 interface is internal in case of discrete (stand alone box) implementations and Cloud implementations. Hence there is no sufficient security reason to add another layer of security protection on this interface. The X2, N2 interfaces have been standardized and deployed since LTE, adding another protocol lawyer adds resource and performance impacts to these interfaces, they need to be studied before mandating another security layer. Every implementation or deployment may not need this extra layer.
Proposal 5: make DTLS optional over F1, E1, Xn and N2 interfaces.

4
Detailed proposal

SA3 is kindly requested to endorse the following proposals:

Proposal No. 1: DTLS over SCTP should not be supported over any gNB internal or external SCTP interface, i.e., F1, E1, Xn, and N2, unless RFC 6083 is optimized.
Proposal No. 2: SCTP over DTLS shall not be mandatory to be supported over gNB internal and external interfaces, i.e., F1, E1, Xn, and N2.

Proposal No. 3: SA3 needs to send an LS to RAN3 to get their expert feedback on:

1. Whether the elimination of SCTP multihoming fetautre is acceptable and whether RAN3 consider supporting multihoming feature as optional. 

2. Whether forbidding any IPv4 Address or IPv6 Address parameters to be included in INIT and INIT-ACK chunk is feasible for SCTP.

Proposal No. 4: If RAN3 agrees that multihoming feature and supporting IPv4 Address or IPv6 Address parameters in INIT and INIT-ACK chunks over gNB internal and external interfaces is optional, then SCTP over DTLS can optionally be supported over gNB interanal and external interfaces.
Proposal 5: make DTLS optional over F1, E1, Xn and N2 interfaces.

