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1
Decision/action requested

It is proposed to add this new key issue on privacy to FS_AKMA
2
References

[xx]
3GPP TS 33.501: Security Architecture and Procedures for 5G
[yy]
3GPP TR 33.835: Study on authentication and key management for applications based on 3GPP credential in 5G
3
Rationale

Subscriber privacy is essential for 5G system as addressed in TS 33.501 [xx] and 3GPP system in general. Additional features or enhancements such as AKMA should not weaken the subscriber privacy of 5G system unless justified otherwise. If there exists such a case with less security, attackers will try to lead UEs to that situation. 
In AKMA, 3GPP network (operator domain) bootstraps security between application server and UE based on existing security context between 3GPP network and UE. Although there is security/trust between 3GPP network and application server, 3GPP subscription identities should be not used between them, because application servers could be overthrown and abuse the information shared.
In addition, unnecessary collection personally identifiable information of other systems or services should be prevented, for applications supported by AKMA, e.g. application server should not be able to collect personally identifiable information of 3GPP subscriptions, and 3GPP network should not be able to collect that of application users. This might be important for regional regulations.
4
Detailed proposal

It is proposed to add the following new key issue in TR 33.835 [yy]. Whole text is new.
**** START OF CHANGES ****
5.x
Key Issue #x: Privacy of subscribers and application users
5.x.1 Issue detail
Subscriber privacy is essential for 5G system as addressed in TS 33.501 [xx] and 3GPP system in general. Additional features or enhancements such as AKMA should not weaken the subscriber privacy of 5G system unless justified otherwise. If there exists such a case with less security, attackers will try to lead UEs to that situation. 

In AKMA, 3GPP network (operator domain) bootstraps security between application server and UE based on existing security context between 3GPP network and UE. Although there is security/trust between 3GPP network and application server, 3GPP subscription identities should be not used between them, because application servers could be overthrown and abuse the information shared. 
In addition to subscription identifiers, unnecessary collection personally identifiable information of other systems or services should be prevented, for applications supported by AKMA, e.g. application server should not be able to collect personally identifiable information of 3GPP subscriptions, and 3GPP network should not be able to collect that of application users. This might be important for regional regulations.
5.x.2 Security Threat

-
3GPP subscription identifiers might be abused (e.g. to find out 3GPP subscribers of application service users, or to track 3GPP subscribers), if it forwarded outside 3GPP system. 

-
Privacy of application service users might be in danger, if overthrown 3GPP server or illegitimate application server outside 3GPP network has access to application user identities.

-
Attackers outside 3GPP system might collect personally identifiable information of 3GPP subscribers (e.g. unacknowledged access to location data of UE) serviced by AKMA, if it is not appropriately protected.
5.x.3 Potential security requirement

-
3GPP subscription identifiers shall not be forwarded outside 3GPP systems in AKMA. 

-
Application user information shall be protected from unnecessary or illegitimate access from attackers, whether it is through direct access of application user identifiers or combination of available data about the application users.

-
Personally identifiable information of 3GPP subscription identifiers in AKAM should be prevented from unauthorized parties.
**** END OF CHANGES ****
