3GPP TSG SA WG3 (Security) Meeting #92
S3-182475
20-24 August 2018, Dalian(China)
revision of S3-18xabc
Source:
Qualcomm Incorporated, DT, Vodafone, KPN
Title:
Initial NAS security discussion
Document for:
Discussion

Agenda Item:
7.1.5
1
Decision/action requested

This contribution discusses a response to the SA2 LS on initial NAS security
2
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3
Rationale

In their LS, SA2 confirm that the only impact of adding the initial NAS protection is that some IEs are not be sent in the initial message (e.g. Registration Request) but would need to be sent in another message of the same procedure. This is an important observation as it means that introducing initial NAS protection in Rel-15 has no overall effect on the Registration (or other initial NAS) procedures. SA3 has dicussed the initial NAS protection multiple times and has rejected several proposals to remove it from Rel-15. In their LS, SA2 are not providing any further impacts than the ones already provided and of which SA3 was aware when they last made the decision to keep initial NAS protection as part of Rel-15. Hence there seems to be no need to re-visit the decision. 
SA2 make a request for an analysis of the impact of sending the remaining IE (i.e. the one that are not unciphered ones) in the clear. This is approaching the problem from the wrong perspective, as it should be the security choice to protect the IEs when possible. As there is no significant impact to ciphering theses IEs (both SA2 and CT1 have had repeated chance to put out impacts during the LS exchange) then it means that the IEs should be protected. Furthermore there has been no analysis to show that is actually OK to send these IEs in the clear. This latter would be a difficult as such an analysis woud rely on the assumption that we could analyse all possible attacks scenarios with this data (and also going forwards as this data possible changes in every release), SA3 should keep the security analysis simple and protect these IEs.
All the data provided in a Registration Request leaks privacy information about the UE, for example, the UE 5GC Capability provides constant information about a particular UE. If this information is unique or reasonably unique in a particular area then it could be used to track the UE. As mobile devices start to support a richer set of 5G capabilitities, then the UE 5GC Capability will partition the UEs into distinct sets. Now suppose only public safety UEs support ProSe, then a UE will be identifiable as a public safety UE based on the data in the Registartion Request. In addition, combined with a bidding down to 4G to get the IMSI of the UE (that supports ProSe), then it would be possible to not only passively track the public safety UEs over 5G having found out their permanent identities. Such an attack would be possible with other 5G capabilities. 
Such an attack would have been prevented by having initial NAS message protection from Rel-15. Introducing it later woud not necessarily prevent the attacks as only public safety UEs may support initial NAS message protection and hence they would be recognisable by the fact that they are supporting this.
Another example would be the LADN indication which is used by the UE to indicate to the newtork which Local Data Network that the UE is interested in. This leaks information about the services that a UE is interested in. A simple false base station attack would allow attacker to link this to a 5G-GUTI (by first masquerading as a 5G base station) and then link the 5G GUTI to an IMSI (by masquerading as a 4G base station). 

One of the aims of 5G was to increase the privacy of the user (e.g. using the SUCI) and using initial NAS protection provides an additional step up as it ensures the maximum anmount of information about the UE is kept private. 
In summary, all the data sent by the UE should be considered privacy sensitive as it may leak information about the user in ways that no-one has yet thought of.  
In an ideal world, no data would be sent unprotected except that needed to establish the security. Of course such a requirement may impose inefficiencies on the overall system. One example is th sending of S-NSSAI at the RAN layer for AMF selection. Preventing this would have meant a longer registration flow in certain cases as S-NSSAIs are needed for AMF selection at the RAN. Once they are in the clear at the RAN, then they may as well be in the clear in the NAS signalling (from a privacy perspective). Much work has been done between SA2, SA3 and CT1 to determine which IEs are needed for this to ensure the minimal amount of data is sent unprotected without delaying the overall registration procedure,
Looking forward also provides more justification for including the protection in Rel-15. Adding such protection later will require more than one type of registration procedure flows as the flows will need to deal with the 4 cases (i.e. two types of UE with two types of AMF). It may also result in having to use additional IEs as part of the MM context, e.g. a new IE to carry the part of (what would have been) the UE 5GC Capabilty that needs to be ciphered. This will also affect AMF to AMF interfaces as this part of the MM context will need to be signalled separately and will not be passed on automatically by a legacy AMF (i.e. one that did not support initial NAS protection). 
In summary, there has been no justification provided for not deploying initial NAS message protection in Rel-15 and hence SA2 and CT1 shoud be informed that SA3 stands by its security decision and such a feature should be part of Rel-15.
4
Detailed proposal

It is proposed that SA3 respond to SA2 and CT1 that initial NAS message protection shall be included in Rel-15. Such a proposed LS is given in a companion contribution (S3-182476).
