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1
Decision/action requested

This document discusses the threats of charging fraud attack and propose to introduce a key issue to 5G Phase2.
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3
Discussion
When the UE is roaming, for the local breakout scenario, the traffic of the UE is reported to the vSMF through the vUPF, and the vSMF sends the traffic to the charging-related NF; for the home routed scenario, the traffic of the UE is sent to the hUPF through the vUPF, and then reported to the hSMF by the hUPF, and the traffic is sent by the hSMF to the charging-related NF.
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Figure 1: Traffic reporting in a roaming scenario
In roaming scenario, the visited network may perform some traffic spoofing behaviours. For example, in the home routed scenario, the vUPF/vSMF may report false traffic when reporting traffic to the home network; in the local breakout scenario, the vUPF may add some garbage traffic when forwarding traffic to the hUPF, which will cause the traffic actually used by the UE to be inconsistent with the traffic reported by the visited network, resulting in charging fraud.

In addition, for the mobile edge computing (MEC) scenario, the UPF may be deployed at the edge of the network, which may result in lower security of the UPF and more vulnerability to malicious attacks. In the case of malicious attacks, the UPF may also tamper with user traffic.

The root cause of the above attack is that the traffic information is reported by the UPF of the visited network. The traffic information reported by the UPF may be inconsistent with the traffic information actually used by the UE. The home network cannot find out whether the traffic is actually generated by the UE.

The above security vulnerabilities are exist in 4G and 5G networks, and a mechanism is needed to prevent charging fraud caused by such attack. At the same time, mitigation against this charging fraud attack shall be a key issue of 5G Phase2, and the corresponding solution shall be studied.
According to the above analysis, the 5G communication system shall support a mechanism to prevent the visited network from reporting false traffic.
4
Detailed proposal

SA3 is kindly requested to accept the threats of the charging fraud attack as a key issue of 5G Phase2.
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