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1
Decision/action requested

It is requested to agree to the solution proposed in for EPC RLOS access.  
2
References

3
Rationale

This proposed solution describes the scenario for unauthenticated UE to gain restricted access to the operator’s network in order to sign-up for network access subscription service.   Once unauthenticated UE is successfully downloads the subscription profile for accessing the network, the unauthenticated UE disconnects and then authenticates to the network using the subscription profile.

Upon successful RLOS network discovery and selection, the device performs one-way authentication to the EPC network for obtaining a limited connectivity in in order to reduce DoS attacks on the operator’s network.  More specifically, this solution solves Key issue 5.X  related to EPC mechanisms required to support unauthenticated UEs to allow unauthenticated UEs to access EPC network for RLOS while minimizing DoS attacks on the operator’s network.
4
Detailed proposal

6.Y
Solution #Y: EPC Solution for RLOS Access

6.Y.1
Introduction

This proposed solution describes the scenario for unauthenticated UE to gain restricted access to the operator’s network in order to sign-up for network access subscription service.   Once unauthenticated UE is successfully downloads the subscription profile for accessing the network, the unauthenticated UE disconnects and then authenticates to the network using the subscription profile.

Upon successful RLOS network discovery and selection, the device performs one-way authentication to the EPC network for obtaining a limited connectivity in in order to reduce DoS attacks on the operator’s network.  More specifically, this solution solves Key issue 5.X related to EPC mechanisms required to support unauthenticated UEs to allow unauthenticated UEs to access EPC network for RLOS while minimizing DoS attacks on the operator’s network. 

6.Y.2
Solution details

Following pre-conditions are assumed:

1) Device is equipped with eUICC which provisioned at the manufacturing time with public/private keys a corresponding Certificate, and URL that includes a pointer to Certificate Authority and a unique identifier of the device – e.g.., www.RLOSCA.com/DeviceID=xxxx.
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Figure 6.Y.2.X-1: EPC RLOS Attach procedure.

1. The UE sends an indication in Attach Request message that the Attach is for Restricted Local Operator Services (this is similar to the Emergency Attach indication that is used for "unauthenticated" UEs for emergency calls) which triggers the MME to select a locally configured APN that is used for RLOS. 

In case of the authenticated UE (i.e., in the limited state), the UE shall perform the detach procedure before step 1.

2. MME sends Attach to reject message with a serving network certificate along with RAND to UE. The RAND in the Attach Reject indicates the UE to resend attack request with Authorization signature calculated over a number of parameters. 

3. UE resends the attach request to MME including IMSI/IMEI/UUIDUE ​. During this procedures, the device provides the GSMA device Certificate URL to MME Signed using UE private key. It also includes a RAND provided in step 2 to avoid a replay attack. 

4. MME retrieves IMSI (if available) and IMEI(SV)  from the UE.

5. The Serving Network sends to the Authorization Server an Authorization Verification Request containing the received Subscription Identifier, URL for certificate and Signature. This authorization sever has a business relationship with certificate authority identified by the URL. It retrieves the certificate of the device by contacting the certificate authority specified in URL. Signature received in Authorization request from MME is verified, and success or failure Authorization Verification response is sent to the MME. 
6. MME can further continue the RLOS access procedure for EPC as per SA2 specification. If a failure indication is received from authorization server, then MME will discontinue the RLOS attach procedure by sending an Attach Reject message to UE

6.Y.3
Evaluation

Editor’s Note:  Evaluation content is FFS
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